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Agenda 

 
Item  Pages 

1.   APOLOGIES FOR ABSENCE 
 

 

2.   DECLARATIONS OF INTEREST   

 If a Councillor has a disclosable pecuniary interest in a particular item, 
whether or not it is entered in the Authority’s register of interests, or any 
other significant interest which they consider should be declared in the 
public interest, they should declare the existence and, unless it is a 
sensitive interest as defined in the Member Code of Conduct, the nature 
of the interest at the commencement of the consideration of that item or 
as soon as it becomes apparent. 
 
At meetings where members of the public are allowed to be in 
attendance and speak, any Councillor with a disclosable pecuniary 
interest or other significant interest may also make representations, give 
evidence or answer questions about the matter.  The Councillor must 
then withdraw immediately from the meeting before the matter is 
discussed and any vote taken.  
 
Where Members of the public are not allowed to be in attendance and 
speak, then the Councillor with a disclosable pecuniary interest should 
withdraw from the meeting whilst the matter is under consideration. 
Councillors who have declared other significant interests should also 
withdraw from the meeting if they consider their continued participation 
in the matter would not be reasonable in the circumstances and may 
give rise to a perception of a conflict of interest. 
 
Councillors are not obliged to withdraw from the meeting where a 
dispensation to that effect has been obtained from the Standards 
Committee. 
 

 

3.   MINUTES  4 - 15 

 To approve the minutes of the previous meetings and to note any 
outstanding actions. 
 

 

4.   RISK MANAGEMENT HIGHLIGHT REPORT  16 - 37 

 This report provides an update on risk management across the Council. 
 

 

5.   INTERNAL AUDIT PROGRESS REPORT  38 - 49 

 This report provides an update on internal audit work carried out 
between November 2020 and February 2021. 
 

 

6.   INTERNAL AUDIT PLAN 2021/22  50 - 64 

 This item presents the Council’s Internal Audit Plan for 2021/22. 
 

 



 

7.   DATE OF NEXT MEETING   

 The next meeting is scheduled for 22 June 2021. 
 

 



Minutes are subject to confirmation at the next meeting as a correct record of the proceedings and any amendments arising will 
be recorded in the minutes of that subsequent meeting. 

 

London Borough of Hammersmith & Fulham 

Audit and Pensions 
Committee 

Minutes 
 

Tuesday 24 November 2020 
 

 

PRESENT 
 
Committee members: Councillors Iain Cassidy (Chair), Jonathan Caleb-Landy, 
Rebecca Harvey, PJ Murphy, Alex Karmel and Matt Thorley 
 

Officers:  
David Hughes, Director of Audit, Fraud, Risk and Insurance 
Emily Hill, Director of Finance 
Rhian Davies, Director of Resources 
Kim Smith, Chief Executive 
Chris Harris, Chief Accountant 
Moira Mackie, Head of Internal Audit 
David Abbott, Head of Governance 
 
External Auditors: 
Paul Dossett and Ellen Millington from Grant Thornton 
 
 
NOTE: This meeting was held remotely 
 

1. APOLOGIES FOR ABSENCE  
 
No apologies for absence were received. 
 
 

2. ROLL CALL AND DECLARATIONS OF INTEREST  
 
A roll call was carried out to confirm attendance which is listed above. 
 
Councillor Alex Karmel declared a non-pecuniary interest in Item 4 as a deferred 
member of LBHF pension scheme. 
 
 

3. MINUTES OF THE PREVIOUS MEETING  
 
RESOLVED 
The minutes of the meeting held on the 15th of September 2020 were approved as a 
correct record. 
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be recorded in the minutes of that subsequent meeting. 

4. STATEMENT OF ACCOUNTS 2019/20, INCLUDING THE PENSION FUND 
ACCOUNTS AND ANNUAL GOVERNANCE STATEMENT  
 
Emily Hill, Director of Finance, introduced the report which presented the London 
Borough of Hammersmith and Fulham’s 2019/20 Statement of Accounts, including 
the Pension Fund Accounts and Annual Governance Statement for approval. 
 
Emily Hill explained that the accounts would usually be considered earlier in the year 
but as a result of the Covid-19 pandemic, deadlines were deferred to enable local 
authorities to deal with the pandemic as a priority. She noted that there had been 
some challenges due to the pandemic and working remotely so there were still some 
issues to work through, but no significant amendments were expected. 
 
Paul Dossett, Partner at Grant Thornton, introduced the external auditor’s Audit 
Findings Report including the auditor’s findings and recommendations. 
 
Ellen Millington, Audit Manager at Grant Thornton, took the committee through the 
Audit Findings Reports, highlighting that the audit was still ongoing for two main 
reasons: 

 There was some outstanding information (detailed on page 5 of the report) 
though it was hoped that would be resolved in the coming week. 

 Auditors required more information on a material investment held by the 
pension fund. 

 
Ellen Millington added that she didn’t expect significant changes. Due to the 
outstanding issues the draft letter of representation hadn’t been tabled at the 
meeting and officers suggested the committee agreed that the Chair could approve it 
outside of the meeting. 
 
Councillor Alex Karmel, noting that Croydon Council had recently issued a Section 
114 notice due to ‘severe and ongoing’ financial difficulties, asked for assurance that 
H&F wasn’t moving in the same direction. Emily Hill said H&F was not in that 
position. The Council expected a hit of around £2.5m to outturn due to Covid-19 but 
was managing that very carefully. There had been no significant draw on reserves 
that couldn’t be managed. 
 
Paul Dossett said they wouldn’t be issuing an unqualified value for money 
conclusion, as set out in the Audit Findings report, if they had concerns on the order 
of Croydon, but it was a risky environment for local authorities at the moment. 
 
Councillor Alex Karmel asked for an update on the Thames Water legal case. Emily 
Hill said there had been a test case in October from Kingston but they had been 
unsuccessful, so officers needed to consider the implications of that judgement. 
There was some more detail on page 160 of the pack. 
 
The Chair asked if officers expected further significant adjustments. Emily Hill said 
there was further work to do but she didn’t expect significant changes. There may be 
amendments based on the Thames Water case and the committee would be briefed 
on any changes. 
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be recorded in the minutes of that subsequent meeting. 

Councillor Alex Karmel suggested a recommendation that any exercise of the 
delegation in recommendation 6 (below) be reported back to the committee. 
Members agreed. 
 
RESOLVED 
 

1. That the Committee noted the content of the external auditor’s ‘Audit Findings 
Report’ (ISA260), including the auditor’s findings, recommendations and the 
Council’s response to those recommendations (Appendix 2). 

 
2. That the Committee approved the 2019/20 Annual Governance Statement 

which is included in the Statement of Accounts (Appendix 1). 
 

3. That the Committee approved the Statement of Accounts for 2019/20, 
including the Pension Fund Accounts (Appendix 1). 

 
4. That the Committee approved the Pension Fund Annual Report 2019/20 

(Appendix 4). 
 

5. That the Committee noted that the accounts remain ‘unaudited’ until final sign-
off by the external Auditor. 

 
6. That the Committee agreed to delegate authority to the Chair of the Audit and 

Pensions Committee, in consultation with the Director of Finance, to approve 
the 2019/20 management representation letter and any further adjustments to 
Appendices 1 and 4 which may be required as part of the completion of the 
audit work. 
 

7. That the Committee agreed that any adjustments approved by the Chair 
under recommendation 6 would be reported back to the Audit and Pensions 
Committee. 

 
 

5. DATE OF NEXT MEETING  
 
The next meeting was scheduled for 1 December 2020. 
 
 

Meeting started: 6.00 pm 
Meeting ended: 6.30 pm 

 
 
Chair   

 
 
Contact officer David Abbott 

Head of Governance 
Governance and Scrutiny 

 E-mail: david.abbott@lbhf.gov.uk 
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London Borough of Hammersmith & Fulham 

Audit and Pensions 
Committee 

Minutes 
 

Tuesday 1 December 2020 
 

 

PRESENT 
 
Committee members: Councillors Iain Cassidy (Chair), Jonathan Caleb-Landy, 
Matt Thorley, Rowan Ree and Alexandra Sanderson 
 

Officers:  
David Hughes, Director of Audit, Fraud, Risk and Insurance 
Mike Sloniowski, Risk Manager 
Andrew Hyatt, Head of Fraud 
Paul Barton, Head of Corporate Safety 
Phil Triggs, Director for Treasury and Pensions 
Mathew Dawson, Strategic Finance Manager 
Sophie Green, Treasury Manager 
Emily Hill, Director of Finance 
Rhian Davies, Director of Resources 
Kim Smith, Chief Executive 
Lisa Redfern, Strategic Director of Social Care 
Jacqui McShannon, Director of Children’s Services 
Moira Mackie, Head of Internal Audit 
David Abbott, Head of Governance 
 
NOTE: This meeting was held remotely 
 

1. APOLOGIES FOR ABSENCE  
 
Apologies for absence were received from Councillor Alex Karmel. 
 
Apologies for lateness were received from Councillor Jonathan Caleb-Landy. 
 

2. ROLL CALL AND DECLARATIONS OF INTEREST  
 
The Chair carried out a roll call to confirm attendance, which is listed above. There 
were no declarations of interest. 
 

3. MINUTES  
 
The minutes of the meeting held on the 15th of September 2020 were approved at a 
special meeting of the committee on 14 November 2020 but matters arising were 
considered at this meeting. 
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Matters arising 
Councillor Matt Thorley asked for an update on Hammersmith Bridge and noted he 
had not received an update on the Community Aid Network yet. 
 

ACTION: Sharon Lea / Linda Jackson 
 
The Chair asked if there was further information available on the electoral 
registration process this year. Rhian Davies said information could be circulated 
outside of the meeting. 

ACTION: Rhian Davies 
 
 

3.1 MEMBERSHIP OF THE PENSION FUND SUB-COMMITTEE  
 
RESOLVED 
That the Committee agreed to delegate the decision to agree the membership of the 
Pension Fund Sub-Committee to the Chair, in consultation with the Committee 
members. 
 
 

4. TREASURY MANAGEMENT STRATEGY MID-YEAR REVIEW 2020-21  
 
NOTE: The pdf conversion process distorted some of the tables in the original report 
– an updated copy was circulated to members after the meeting and it was 
republished on the Council’s website. 
 
Phil Triggs, Director for Treasury and Pensions, presented the report which provided 
an update on the implementation of the 2020/21 Treasury Management Strategy 
approved by Council on 26 February 2020 and presented the Treasury Management 
Strategy 2020/21 mid-year review. 
 
Councillor Rowan Ree asked if all of the Council’s borrowing came from the Public 
Works Loans Board (PWLB). Phil Triggs confirmed it was all from the PWLB. 
 
Councillor Ree asked why there was no lower limit on any of the maturity structure of 
borrowing table (paragraph 3.4). Phil Triggs said there were two factors – the 
Council wanted to be able to take advantage of the most advantageous interest rates 
at any one time and the portfolio maturity spanned a considerable period of time, so 
it was good to have a diverse range of maturities. Officers wanted to avoid there 
being a glut of maturities at any one time – the goal is to even out maturities over the 
next fifty years or so. 
 
Councillor Ree asked why there was such a big disparity between the current 
average portfolio interest rate and the current rates (3.4 of the report). He also asked 
how high the early repayment premia were and how often officers assessed them. 
Phil Triggs said that current interest rates are at an historical low. Premia for loan 
repayment are checked regularly but the repayment structure implemented by the 
PWLB meant that the premia was prohibitively expensive by design. 
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Councillor Ree commented that it was odd that the PWLB were trying to discourage 
early repayment of loans. He suggested the Council write to them as it could be a 
way for local authorities to save money. Phil Triggs said the Society of London 
Treasurers had recently applied some pressure to Government to fund the payment 
of premia for early repayment of loans – enabling local authorities to take out new 
loans at vastly reduced interest rates. Councillor Ree asked for a note on the latest 
steps taken and what else could be done to encourage a change in this area. He 
also requested the latest analysis of early repayment charges. 

ACTION: Phil Triggs 
 
Councillor Alexandra Sanderson asked if officers could explain the relationship 
between the amount the Council borrowed and the amount invested. Phil Triggs said 
cash invested was Treasury surplus cash and was invested in cash markets. The 
total amount borrowed is sourced from the PWLB to finance capital expenditure. If 
there were advantageous rates available then the Council would undertake 
borrowing. Currently, an amount of the Council’s reserves is used to temporarily fund 
capital expenditure, known as internal borrowing.  
 
Councillor Sanderson noted the risk management implications in 8.2 of the report 
and asked what impact Brexit would have on the Council’s finances. Phil Triggs said 
the reference in the report was related to future interest rates – the view was that if 
there was a ‘no deal’ scenario then that could have a major impact on interest rates.  
 
Emily Hill, Director of Finance, said in terms of the wider impacts of Brexit the other 
key issues for the Council were impacts to price inflation, suppliers and supply 
chains. The Chair noted that there had been reports on the impact of Brexit to Audit 
and Policy and Accountability Committees and Brexit impacts were on the Council’s 
risk register. 
 
Councillor Sanderson asked if the Council had any dealings with EEA banks. Phil 
Triggs said no. 
 
Councillor Sanderson asked how often the Council changed investment advisory 
services and what their measures for success were. Phil Triggs said the Council had 
a contract with the current provider for three years with option to extend for two more 
years. Due to the high barriers of entry to the sector there were only two advisors 
available. Officers met with the current provider, Link Asset Services, on a regular 
basis and the advice they had provided has been good. 
 
Councillor Sanderson said she was interested in how the Council chose one provider 
over another. Phil Triggs said he would brief Councillor Sanderson on this after the 
meeting. 
 

ACTION: Phil Triggs 
 
Councillor Matt Thorley, noted that while the majority of cash was in money market 
funds there had been discussions about looking at alternative investment classes. 
He asked if that was still on the horizon. Phil Triggs said next year’s strategy would 
be looking at some options with enhanced levels of risk for optimum balance of risk 
and return. A report would come to committee in due course. 
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Councillor Thorley noted that the Council had lent some money to other local 
authorities (Appendix 1) and asked if credit checks were performed before lending 
and if the worst happened, where did the Council rank in the capital structure. Phil 
Triggs said the Council compiled comprehensive due diligence before lending – 
including looking at the last set of published accounts, the external audit opinion and 
certificate, projections of over or underspend, assessments of the level of usable 
reserves, and a sense check of recent media coverage about the authority. 
 
RESOLVED 
The Committee noted the Treasury Management Strategy 2020/21 mid-year review. 
 
 

5. ANNUAL HEALTH AND SAFETY REPORT 2019-20  
 
Paul Barton, Head of Corporate Safety, presented the report which highlighted the 
Council’s activities and performance in health and safety at work during financial 
year 2019/20 and recommended priorities for the coming financial year. He noted 
that seven incidents were reported to the Health and Safety Executive (HSE) during 
the year and no enforcement action had been taken. 
 
The Chair asked what triggered reporting an incident to the HSE. Paul Barton said if 
someone was injured at work and was then off work for over seven days (including 
rest days) it would have to be reported – or if it was a major injury. 
 
The Chair noted that 43 percent of incidents were miscoded threatening incidents 
and asked how that happened and if current reporting was accurate. Paul Barton 
said that was investigated and in the mid-year report the ‘other’ category had been 
properly coded. The majority were cases where the category wasn’t clear, so more 
information had been provided to give confidence when selecting a category. 
 
Councillor Rowan Ree noted the 105 incidents of intimidation or violence towards 
staff and asked how many resulted in police action. Paul Barton said he could 
provide figures after the meeting. 

ACTION: Paul Barton 
 
Councillor Ree, noting that most staff were working from home, asked if officers had 
taken greater precautions to detect fires in the buildings the Council managed. Paul 
Barton said they had changed the policy so all managerial grades within occupied 
spaces were now appointed first aid status and fire evacuation coordinators. They 
were all provided training to address the shortfall in fully qualified officers who may 
not be in buildings anymore. 
 
Councillor Alexandra Sanderson asked how many schools in the borough had 
asbestos in them now. Paul Barton said he didn’t know the exact number, but it was 
being managed in all that did. There were annual re-inspections of all schools with 
asbestos and improved training had been provided for school staff, so they were 
aware of their responsibilities for asbestos management in schools. 
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Councillor Jonathan Caleb-Landy asked about the relatively high number of safety 
incidents in libraries (appendix 1) and why H&F’s libraries had higher numbers than 
Chelsea library. Paul Barton said the difference could be due to H&F’s good 
reporting culture. He expected the numbers to plateaux over the next few years. 
 
Councillor Caleb-Landy asked what training was provided in libraries and what the 
staff survey satisfaction was like for library staff. Officers said they would follow up 
on this outside of the meeting. 

ACTION: Paul Barton 
 
Councillor Caleb-Landy asked if officers were assured that the situation in libraries 
was due to good reporting – and not serious concerns about public behaviour 
towards library staff. Paul Barton said they had done detailed audits of libraries 
which had provided assurance. They had also promulgated a zero-tolerance 
campaign. 
 
Councillor Caleb-Landy said he would like to see what enforcement action had been 
taken in incidents of violence – and asked that this be included as standard in future 
reports. 
 

ACTION: Paul Barton 
 
Councillor Matt Thorley asked for confirmation that the improvements to Cobbs Hall 
had now been made. Paul Barton said they had been completed on time. 
 
Councillor Thorley said it would be beneficial to see trend data over the previous 2 or 
3 years for safety incidents in future reports. 

ACTION: Paul Barton 
RESOLVED 
That the Committee noted the report. 
 
 

6. HEALTH AND SAFETY MID-YEAR REPORT 2020-21  
 
Paul Barton, Head of Corporate Safety, presented the report which highlighted the 
Council’s activities and performance in health and safety at work at the half-year 
stage in financial year 2020 / 2021. It also recommended priorities for the remainder 
of the financial year. 
 
The Chair noted that roads had been quieter during the pandemic but there had 
been an increase in extreme speeding. A lot more people were also walking and 
cycling. He asked if there had been an impact on how staff get around the borough. 
Paul Barton said all staff had been given supplementary information about travelling 
safety on public transport. There hadn’t been any major changes to staff driving but 
there had been one incident – an accident that took place post-lockdown. 
 
Councillor Alexandra Sanderson asked if the Council had enough personal 
protection equipment (PPE) and if it was all of adequate quality. Paul Barton said the 
Council did have enough. Not all of the PPE received was adequate but that was 
rejected before it was issued to staff. 
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Lisa Redfern, Strategic Director of Social Care, added that Paul had worked closely 
with the Covid-19 team and didn’t issue any PPE that wasn’t of the appropriate 
standard. The Council had spent over £2.5m on PPE and continued to provide to 
care homes and home care providers with PPE – above and beyond what many 
boroughs were doing. Lisa Redfern said Paul had worked really closely with the 
Covid team to ensure the proper provision of PPE and had also worked closely with 
providers who initially needed a lot of training on using the PPE safety. She said he 
had been a ‘critical part of the team’. 
 
Councillor Sanderson, noting that many staff were working from home, asked if there 
had been risk assessment reviews of display screens and if this extended to the 
suitability of the work environment. Paul Barton said all staff were required to 
complete a display screen equipment (DSE) evaluation and the Council had 
provided separate screens, laptop risers, mice, keyboards, and chairs where 
required. 
 
Councillor Sanderson asked what counted as an accident at work if people were 
working from home – and how they would be tracked. Paul Barton said a workplace 
incident related to workplace equipment or the work process. Only one had been 
reported – an injured on a piece of equipment the Council had provided. 
 
Councillor Sanderson asked what the protocol was for reporting incidents and how 
confident he was that the Council was capturing everything. Paul Barton said there 
had been lots of communication with managers to encourage reporting and there 
was a general requirement for all staff to report accidents at work. 
 
Councillor Sanderson asked what wellbeing initiatives were in place for staff. Paul 
Barton said the Council was involved in the Healthy Workplace scheme, focusing on 
mental health.  
 
Kim Smith, Chief Executive, added that there had also been a raft of work by the 
Transformation, Talent and Inclusion team, most notably the ‘Wellbeing Wednesday’ 
sessions open to all staff. The sessions had covered debt management, isolation, 
bereavement, and a number of black history month events. The Council had also put 
together a new ‘Ways of Working’ guide for staff with tips and advice that was 
recently featured in an LGA case study. 
 
Councillor Caleb-Landy asked for more information on the rise in cases at the 
Haven. Jacqui McShannon, Director of Children’s Services, explained that the Haven 
offered very intensive care for children with complex needs and very challenging 
behaviours. There had been concerns in the past around poor practice but now a 
new behaviour support service had been partly implemented which provided a more 
consistent approach to behaviour management. Children’s Services reported all 
incidents to Ofsted for scrutiny, review and learning. Councillor Caleb-Landy said it 
would be good to see that work documented in the full year report. 
 

ACTION: Paul Barton / Jacqui McShannon 
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Councillor Sanderson asked if the high number of incidents relating to parking was 
normal. Paul Barton said unfortunately it was. Parking enforcement officers were 
given conflict resolution training and breakaway training will be refreshed after the 
pandemic. 
 
Councillor Thorley asked what assessments of air quality had been undertaken at 
Council offices. Paul Barton said this had been considered at Health and Safety 
Board and he had assurance for all buildings that the air quality service and 
maintenance was appropriate. 
 
RESOLVED 
That the Committee noted the report. 
 
 

7. ANTI-FRAUD MID-YEAR REPORT 2020-21  
 
Andrew Hyatt, Head of Fraud, presented the report that provided an account of 
fraud-related activity undertaken by the Corporate Anti-Fraud Service (CAFS) from 1 
April 2020 to 30 September 2020. 
 
The Chair asked for more information on the team’s focus during the pandemic – the 
discretionary business grant. The notional value of fraud was quite high at £240k – 
was this due to lots of smaller value cases or a few large ones? Andrew Hyatt said 
the range of grants was £5k to £25k so officers used a £10k notional value. He 
added that the Council knew local businesses well, and they were not experiencing a 
lot of grant fraud in the borough. There were good processes and strong controls in 
place. 
 
Councillor Rowan Ree asked if the whistle blowing policy was only fraud related or 
also related to non-financial misconduct. Andrew Hyatt said it was about general 
wrongdoing. The policy explained what can be referred under it. Officers were also 
finalising an e-learning course to provide more information about it. David Hughes, 
Director of Audit, Fraud, Risk and Insurance, added that the policies could be shared 
after the meeting and he could provide a briefing for new members. 
 

ACTION: David Hughes 
 
Councillor Ree asked if the Council had channels for members of the public to report 
fraud. Andrew Hyatt said there was an online reporting facility and a hotline. 
Residents had also requested alternative routes so there were also paper referrals 
available in libraries and community centres. 
 
Councillor Ree asked if the Council offered financial incentives for whistleblowing. 
Andrew Hyatt said there weren’t any financial rewards due to the potential for an 
increase in frivolous referrals. The team had limited resources and wanted to focus 
on the right cases. 
 
Councillor Alexandra Sanderson asked if there was any malicious reporting of fraud. 
Andrew Hyatt said it did happen very occasionally but wasn’t common. 
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RESOLVED 
That the Committee noted the report. 
 
 

8. RISK MANAGEMENT HIGHLIGHT REPORT  
 
Mike Sloniowski, Risk Manager, presented the report which provided an update on 
risk management across the Council. 
 
Councillor Caleb-Landy, noting the risks around the failure of IT infrastructure and 
cyber-attacks, asked why risk 68 was red and what action had been taken. Mike 
Sloniowski said the threat level had been raised due to a recent, widely publicised 
incident at Hackney Council. He added that said strong contingency plans were in 
place. 
 
Councillor Rowan Ree, noting that many staff were working from home, asked if 
additional training had been provided on keeping data secure in that environment. 
Mike Sloniowski said the majority of staff had completed information management 
and control training. The Council’s standard equipment issued to all staff was also 
fully encrypted and had multi-factor authentication. There was a raised awareness of 
the key risks and they were reviewed on an ongoing basis. 
 
RESOLVED 
That the Committee noted the report. 
 
 

9. INTERNAL AUDIT PROGRESS REPORT 2020-21  
 
David Hughes, Director of Audit, Fraud, Risk and Insurance, presented the report 
and noted that while audit work had paused earlier in year so officers could respond 
to the pandemic, it had now restarted and good progress was being made. 
 
The first two substantial reviews had been on water hygiene which had achieved 
‘Substantial Assurance’ rating and asbestos which had achieved a ‘Satisfactory 
Assurance’ rating. The progress made in both these areas demonstrated a 
continuing trend in improvement in the Council’s control arrangements. 
 
The Chair thanked the audit team for their hard work during the year. 
 
RESOLVED 
That the Committee noted the report. 
 
 

10. DATE OF NEXT MEETING  
 
The next meeting was scheduled for the 15th of March 2021. 
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Meeting started: 6.30 pm 
Meeting ended: 8.47 pm 

 
 
Chair   

 
 
Contact officer David Abbott 

Head of Governance 
Governance and Scrutiny 

 E-mail: david.abbott@lbhf.gov.uk 
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1 
 

London Borough of Hammersmith & Fulham 

 
Report to:     Audit and Pensions Committee 
 
Date:  15/03/2021 
 
Subject: Risk Management 
 
Report of: Director of Audit, Fraud, Risk and Insurance  
 

 
Summary 
The purpose of this report is to provide members of the Audit and Pensions Committee with 
an update on risk management across the Council. 
 

 
Recommendation 
 

For the Committee to note and comment on the report. 
 

 
Wards Affected: None 
 

 
H&F Priorities 
 

Our Priorities Summary of how this report aligns to the 
H&F Priorities  

 Building shared prosperity Good risk management helps to: 
maintain and promote the Council’s 
reputation; 

 Creating a compassionate 
council 

is an enabling tool to help protect residents 
and staff including some of the most 
vulnerable in society; 

 Doing things with local 
residents, not to them 

place people, businesses and the wider 
community at the heart of everything we do; 

 Being ruthlessly financially 
efficient 

ensure robust financial and information 
management and supports internal control, 
opportunity and innovation; 

 Taking pride in H&F protect valuable assets and the built and 
natural environment. 

 Rising to the challenge of 
the climate and ecological 
emergency 

enabling an approach to climate-sensitive 
decision making 
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Financial challenge 

The current and future climate for local government represents a significant risk to the 
council with the ongoing challenge of delivering services with significantly reduced funding 
levels further impacted by the coronavirus pandemic. This has seen the council incur 
additional expenditure whilst at the same time seeing reductions in the level of resources 
available through a combination of lower income levels and inherent pressures that existed 
prior to Covid-19 which must also be managed. 

 

Financial implications 

There are no specific financial implications arising from this report. Services are expected to 
manage their risks within current budgets. Where additional funds are required to mitigate or 
manage risks, separate decisions reports will be required for the approval of unbudgeted 
expenditure. 

 

A standing Corporate risk, Financial Management of in year budget and Medium-Term 
Planning, identifies the risks to balancing the budget in response to continued government 
funding and demand pressures faced by the Council and the sector more generally and is 
assessed as high risk. The in-year position is reported monthly in the Corporate Revenue 
Monitor to Cabinet. Other corporate risks also identify financial pressures arising from 
demand and complexity of service provision which need to be managed.  

 

Comments verified by Emily Hill, Director of Finance 

 

Legal implications 
 

There are no particular legal implications arising from this report. 

 

Comments drafted by Rhian Davies, Director of Resources 

 

 
Contact Officer: 
 
Name: Michael Sloniowski 
Position: Risk Manager 
Telephone: 020 8753 2587 
Email: Michael.sloniowski@lbhf.gov.uk 
 

 
Background Papers Used in Preparing This Report  
 
Risk Registers, reports to Children and Education Policy and Accountability Committee; 
Health Inclusion and Social Care Policy and Accountability Committee; Finance, 
Commercial Revenue and Contracts Policy and Accountability Committee. 
 
 

 
1. Background 
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1.1. The Accounts and Audit Regulations 2015 states that the Council must ensure that 

it has a sound system of internal control which includes effective arrangements for 
the management of risk. It is paramount that all risks are clearly identified, 
managed and reported through the relevant channel. Risks can never be 
eliminated entirely but proportionate and targeted action can be taken to reduce 
risks to an acceptable level. Furthermore, the work of the Council’s Policy and 
Accountability Committees is acknowledged as a robust and additional form of 
assurance for the management of risk across its services. 

 

1.2. Effective governance and management of risks are particularly significant as 
funding for Local Government has diminished authorities’ objectives and are 
becoming increasingly fundamental and relate, for instance, to continuing to meet 
statutory service obligations. Arrangements must therefore be effective in a riskier, 
more time-pressured and less well-resourced context. This is particularly more 
important as the region, Greater London, experienced a surge of infections related 
to the Coronavirus outbreak, a Covid variant and were subsequently moved to tier 
4, very high, of the government’s coronavirus restrictions system joined by most of 
England on 31 December 2020. All primary schools were closed in London on 4 
January 2021 following a HM Government U-turn on plans for some primary school 
children to return on 4 January 2021. 

 
1.3. Local authorities are required to maintain a sound system of internal control, 

including risk management, internal audit, and whistleblowing arrangements. Risk 
management is the application of Council strategies, governance, policies and 
processes to identify and manage risks that are unacceptable to the Council. 
Managing risk processes effectively enables the Council to safeguard against 
potential threats and exploit potential opportunities to improve services and provide 
better value for money for residents, visitors, local businesses and service users. 

 

1.4. As part of its Governance the Council’s approach to risk management requires 
Directors, managers and staff, through their departmental Senior Management 
Teams, to: 

 identify risks; 

 assess the risk; 

 agree and take action to manage the risk; and, 

 monitor, review and escalate risks. 

 

1.5. The Council have risk management arrangements in place which feed into the risk 
register accompany the report, Appendix 1. This register houses the most significant 
cross-cutting risks that could impact on the outcomes that are set out in the 
Council’s Priorities. These risks can be internal or external facing. Internal risks 
relate to the organisation itself and cover areas such as programmes, workforce, 
business continuity, safety or technology. External risks are those that can affect the 
local area, its people, communities, businesses and infrastructure where the Council 
often has a role, in partnership, to mitigate them. The standing corporate risks 
previously presented to the Committee have been revised expanding the reference 
to Safeguarding to include protecting people and young children, see 1.8. 
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1.6. The risk management arrangements take into consideration the National Risk 
Assessment (NRA), published by the Cabinet Office on 17 December 2020. The 
NRA captures the changing risk landscape affecting the UK and is also used to 
inform the more National Risk Register. The 2020 National Risk Register (NRR), 
issued 11 January 2021, sets out the range of risks and challenges faced which 
have the potential to cause significant disruption to the UK, and explains what the 
government and partners are doing to mitigate these risks and how we all can 
prepare for and respond to them. 

 
1.7. The NRR provides information on the most significant risks that could occur in the 

next two years and which could have a wide range of impacts on the UK. The NRR 
also sets out what the UK government, devolved administrations and other partners 
are doing about them. This document is particularly useful to local emergency 
planners, resilience professionals and businesses, helping them to make decisions 
about which risks to plan for and what the consequences of these risks are likely to 
be. 

 
1.8. This report therefore provides the Committee with an updated post Covid-19 

outbreak risk register presenting a suite of risks as reviewed by the Council’s 
Strategic Leadership Team. A number of these have recently risen as a direct result 
of Covid-19, including the impact on the council’s 2020/21 budget and economic 
outlook for the area. Many of the risks shown in Appendix 1 will come and go as the 
environment changes. However there remain a set of ‘standing’ corporate risks that 
are always likely to face the Council: 

 Safeguarding children, protecting people and young children. 

 Council Resilience 

 Safeguarding adults 

 Financial Management (in-year and the medium term) 

 Health and Safety 

 Information management 

 Community Resilience 

 Climate change adaptation / mitigation 

 Major Cyber Incident 

 Coronavirus  
  

1.9. The guidance and template for Committee and Strategic Leadership Team reports 
for decision making require authors to detail the risk management aspects as part of 
report considerations. Report authors have the opportunity to review and reflect on 
risk information and the links to relevant corporate standing risks and how they 
relate to the Council’s values. 

 

Risk management 2020/21 

1.10. Since March 2020, a significant amount of risk management focus has been the 
ongoing work related to the Coronavirus pandemic. Council services have, and will 
continue to be, impacted by the pandemic and this places additional focus on risk 
management arrangements to ensure that new evolving risks are identified and 
treated. The impact of the Coronavirus on the council’s corporate risks has seen 
risks rise sharply and, in some cases, considerably for example risks associated 
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with the economy. To ensure that these are captured the risk register seeks to 
incorporate those together with their mitigations whilst always observing and 
considering input from key service areas. With the signing of the Withdrawal 
Agreement by the UK Government, the immediacy of the UK leaving the EU without 
a deal receded. This risk rose sharply in October as the prospect of a trade deal with 
the EU became less likely. The council continues to monitor the progress of 
negotiations between HM Government and the EU and any risks or opportunities 
arising from this.  

 

Risk appetite 

1.11. The Council remains accountable to the public for its performance and financial 
management. This means that the Council naturally has a low appetite for risk, 
however as the Covid-19 outbreak continues through a second and potentially 
successive waves the Council will need to take carefully considered risks to develop 
new and innovative ways to continue to deliver services, support and ensure the 
long-term wellbeing of communities is not impaired by decisions made in the short 
term. This makes good risk management essential.  

 

Post Covid-19 Outbreak risk register 

1.12. This report provides assurance on the council’s corporate risk management 
arrangements, explaining the internal control arrangements in place at a strategic 
level. It provides one of the sources of assurance the Committee can consider when 
approving the Annual Governance Statement. It also enables the Committee to fulfil 
its roles under the Committee’s Terms of Reference to review the adequacy of 
council’s Corporate Governance arrangements, including matters such as internal 
control and risk management.  

 

1.13. Appendix 1 provides assurance on how each of the risks are managed signposting 
to where further initiatives or information can be found. It also provides assurance on 
risks currently marked as ‘red’ – i.e. of the highest significance.  

 
1.14. Appendix 2 provides a chronology of key HM Government measures implemented. 

 

Risk overview and context. 

1.15. The coronavirus (Covid-19) is a threat to life, health, wellbeing and the economy. In 
the area this has resulted to significant disruption to the lives of residents, 
businesses and infrastructure and to council services, with the consequences 
greater for those more vulnerable or disadvantaged. Whilst many aspects of the risk 
have materialised, there are still numerous uncertainties and at this stage it is hard 
to predict the full scale, or timing, of impacts of Covid-19. 

 

1.16. Since the last update to the Committee rates of transmission nationally and notably 
across Greater London surged, partly due to the introduction of a Covid variant also 
referred to as B117 and UK Covid variant. It is estimated to have first emerged in 
September 2020 during the  pandemic here in the United Kingdom It was studied in 
November and it began to spread quickly by mid-December. It is correlated with a 

Page 20

https://en.wikipedia.org/wiki/COVID-19_pandemic_in_the_United_Kingdom


6 
 

significant increase in the rate of COVID-19 infections in the United Kingdom and 
across Greater London. 

 
1.17. The Medicines and Healthcare products Regulatory Agency, (MHRA), was the first 

to approve the Oxford/AstraZeneca vaccine on 30 December 2020, meaning it is the 
second vaccine to enter the national rollout. 

 

1.18. On 1 January 2021, the R number, the rate at which the virus is transmitted, is 
estimated to be between 1.1 and 1.3, but a study from Imperial College 
London suggested the new COVID strain may have actually increased the R number 
by between 0.4 and 0.7. On 02 January, batches of the Oxford/AstraZeneca vaccine 
began to arrive at hospitals throughout the UK in preparation for vaccination to begin 
on Monday 4 January 2021. 

 
1.19. With rising infection rates and the UK entering a third national lockdown, it became 

apparent that additional marshal services, Covid patrols were required in order for 
the Council to fulfil its duties and ensure members of the public could safely abide by 
the ‘Social Distancing’ guidance in public areas. The Council has had to quickly and 
urgently respond and react to these changing needs and restrictions and to ensure 
the safety of H&F residents. 

 

1.20. The Prime Minister announced further national measures on 5 January 2021, 
including once more advising people who can work from home to do so. At the same 
time the UK's chief medical officer recommend the COVID alert level is moved from 
level four to level five. Following this an England-wide advertising campaign 
launched on television, fronted by Chief Medical Officer Chris Whitty, urging people 
to stay at home and act as though they have COVID and an announcement that a 
third vaccine had received approval from the regulatory authority. 

 
1.21. The Mayor of London declared a major incident following sharp increases in 

infection rates across Greater London. The announcement on 8 January 2021 came 
as the number of Covid-19 cases in London exceeded 1,000 per 100,000 putting 
immense pressure on the NHS. The Mayor took the decision as the formal Chair of 
the London Resilience Forum following discussions with leaders from NHS London, 
local authorities, Public Health England and the emergency services in the capital. A 
major incident can be defined as likely to involve serious harm, damage, disruption 
or risk to human life or welfare, essential services the environment or national 
security. Major incidents have previously been called for the Grenfell Tower fire, 
terror attacks and the Croydon tram crash. 

 
1.22. The roadmap for leaving lockdown, which was published on Monday 22 February, 

seeks to balance health, economic and social factors with the very latest 
epidemiological data and advice. Four steps for easing restrictions were outlined. 
Before proceeding to the next step, the government will examine the data to assess 
the impact of previous easements. This assessment will be based on four tests 
which are that: 

 The vaccine deployment programme continues successfully. 

 Evidence shows vaccines are sufficiently effective in reducing 
hospitalisations and deaths in those vaccinated. 
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 Infection rates do not risk a surge in hospitalisations which would put 
unsustainable pressure on the NHS. 

 Assessment of the risks is not fundamentally changed by new Variants of 
Concern. 

1.23. The four tests were reported as being met so the first step will proceed from 8 
March, at which point the top four priority cohorts for vaccinations will have received 
a degree of immunity, three weeks after being offered their first dose. 

 
1.24. Due to the current, relatively uniform spread of the virus across the country, 

restrictions will be eased step-by-step across the whole of England at the same 
time. 

 

Key Controls in place to manage the risk 

 

1.25. The council is responding well to an unprecedented global crisis within the 
resources and information available. Its strengths include working with a broad set of 
partners, the community and volunteers to mitigate the effects of the outbreak and 
then to recover. Social distancing, testing, tracing and managing outbreaks and 
community transmission are essential components in the response to the virus. 
Effective communications are central in the period ahead to encourage everybody to 
take the required steps to help themselves and keep others safe whilst Covid-19 
remains in circulation. 

 
1.26. Key controls in place also include: 

 

 Ensuring that all local children and young people can access schoolwork online 
and participate in remote learning during the national lockdown. 1,700 laptops 
and devices have been distributed whilst working with the London charity Ready 
Tech Go to connect unwanted devices to pupils that need kit to access school 
lessons. 

 Ongoing work of the Council’s Environmental Health Officers and their support to 
help local businesses be Covid safe and complaint with changes to regulations. 

 Interpreting and responding to changes in regulations and guidance issued by 
HM Government at pace as illustrated in Appendix 2 of this report. 

 Reinforcing clear communications as a priority across services and to the 
community to ensure that people understand restrictions introduced by HM 
Government. Working to make these messages as simple as possible so that 
people understand the importance of keeping distance from others, wearing a 
face covering, washing hands, accessing testing and self-isolating in order to 
reduce the spread of the virus. 

 Establishing clear communications with NHS colleagues and Public Health 
throughout the course of the roll-out of the vaccines. 

 Responding to on-line and telephony fraud attempts (financial and vaccinations), 
informing staff and raising awareness of scams. 

 Responding to the impacts of Covid-19, the challenges ahead using data 
analytics. 
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 Helping local businesses to boost their on-line presence during the current 
lockdown with virtual workshops and digital marketing support. 

 The Council’s Strategic Leadership Team have received regular reports setting 
out details of the Council’s ongoing actions to respond to the Coronavirus 
Pandemic through the second wave response but also the Covid variant. 

 Continuity of vitally important commissioned services for example; Specialist 
domestic abuse refuge accommodation; Violence Amongst Women and Girls 
Services; Rough Sleeper Services. 

 Maintaining communications with the workforce through h&f engage, e-mail, 
twitter and through cascading messages. 

 As a response to the outbreak of the COVID-19 Pandemic, the Government 
implemented a series of instructions relating to how far apart people should be 
when they are outside their home. These are collectively known as ‘Social 
Distancing’. Since these restrictions were first implemented Hammersmith & 
Fulham Council has taken a number of measures to support and facilitate 
compliance, including briefly closing all the parks and bringing in additional patrol 
services in order that the Council could fulfil its duty to ensure those using the 
parks and open spaces abided by the ‘Social Distancing’ guidance. 

 In addition, facilitating the set up of three rapid testing centres for local workers 
and residents and maintaining high levels of visitor’s customer experience. 

 Opening up of the Bagleys Lane depot as a rapid testing facility. 

 The Council’s continued ability to quickly assemble officers to deal with a major 
disruption event alongside partner organisations continues to demonstrate 
remarkable resilience. 

 The Department for Education (DfE) opened a national voucher scheme 
for the provision of vouchers to families with children eligible for Free School 
Meals on 18 January.  Current DfE guidance is that this will not cover the 
February half-term holidays and that this support should be covered through 
the COVID Winter Grant Funding.  Supermarket vouchers were purchased by 
LBHF for schools to distribute to families during the February half-term. 

 Co-operation and co-ordination across services on Health and Safety issues. 
Over the coming months actions will be focussed on how the council recovers 
from the pandemic whilst maintaining health and safety and wellbeing standards 
and adapting to sudden and significant changes. 

 Updating Person and Place risk assessments, Ways of Working guidance and 
on-line support to the workforce for example Wellbeing Wednesday sessions. 

 

1.27. The current and future financial climate for local government represents a significant 
risk to the Council’s priorities and ambitions. The impact of Covid-19 on the 
economy will be felt by businesses and residents resulting in an increase in demand 
of services and significant reductions in income realised by the Council. Whilst every 
possible effort is being made to protect front line services the position remains 
challenging and may not be sustainable. 

 

Further actions 

1.28. Detailed information on the actions of the council continues to be provided to the 
council’s Policy and Accountability Committees.  
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Conclusions 

1.29. Local authorities face significant pressures over the coming months as increased 
rates of transmission of Covid-19 combine with financial pressure and the other 
concurrent pressures as we enter Winter and approach the end of the EU exit 
transition period. Council Officers and services continue to with all partners to rapidly 
respond to changing circumstances, interpreting and implementing new guidance 
and regulations. 

 
List of Appendices: 
Appendix 1 - List of risks.  

1. Corporate and ongoing Covid response; 

2. Restart; 

3. Recovery and Opportunity; 

4. Corporate Continuity & Community and; 

5. Corporate Health and Safety. 

6. New, refresh of end of EU Transition issues. 

 

Appendix 2 - List of national policy developments. 

 

 

 

Key to the risk register in Appendix 1: 

16-25   Red 
High risk, immediate management 
action is required.     

11-15   Amber 
Medium risk, review controls for 
appropriateness and effectiveness     

1-10   Green 
Low risk, monitor and if escalates 
quickly check controls     

    Blue Opportunity risk           
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Corporate risk register 

1. CORPORATE COVID and ONGOING RESPONSE Inherent Risk 
 

   Residual Risk     

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls from 01 January 2021 Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

13 Social management of further 
widespread infection across the 
community. 

5 5 25 
 

01 January 2021 LBHF rapid test sites set up at The Sands End Arts and Community Centre, Fulham, Council 
Offices at 145 King Street, Hammersmith and Shepherds Bush Library, Wood Lane Shepherds Bush. New 
communications include the Stop Covid and get tested mobile van to promote the rapid tests. 
'04 January 2021 HM Government announce a further national lockdown, closure of schools and a stay at home 
instruction to save lives and protect the NHS. Infection rates have risen sharply putting pressure on hospitals as 
admission rates increased. 
05 January 2021 Mayor of London declares a Major Incident in Greater London adding that the hospitals in the 
Capital are stretched. LBHF previously ramped up resources to Test and Trace contact staff with a redeployment of 
some Libraries staff. This was done swiftly and with rapid set up from Digital Services. There have been positive 
messaging on Social Media platforms on the experience of the LBHF local testing centres and their efficiency. 
11 January 2021 Excel Centre opens as a mass vaccination centre. 
19 January 2021 LBHF facilitate the opening of a rapid test facility at Holy Innocents Church in Brackenbury Village 
19 January 2021 LBHF facilitate the opening of a new walk-in Covid-19 testing centre at Our Lady of Fatima Church 
in White City. 

Gold group; 
Strategic Leadership 
Team 
Director of Public 
Health 
Director of Covid-19 

5 4 20 
 

Keep risk 
under review 
* revised to 
note national 
lockdown and 
declaration of 
a Major 
incident by the 
Mayor of 
London, as a 
result the 
likelihood has 
increased to a 
very high 
rating. 

21/01/2021 Open 

18 Economic/ 
Financial 

impact on the local economy 
and businesses 

5 5 25 
 

05 January 2021 HM Treasury announce £4.6 Billion in new lockdown grants to support businesses and protect jobs. 
Businesses in the retail, hospitality and leisure sectors are to receive a one-off grant worth up to £9k. 
08 January 2021 Refreshed Social Media message for local business food delivery services in the h&f Food Guide. 
18 January 2021 Business grants update on Social Media platforms providing the latest information on Grants that 
business can apply for now, upcoming grants and payments. 
21 January 2021 Rapid test sites in W12, W6 and SW6  

Strategic Director for 
the Economy, 
Director of Finance 

5 4 20 
 

Keep risk 
under review 
02 Nov 2020 
Risk likelihood 
and impact 
raised 
following HM 
Government 
announced 
2nd Lockdown 
31 Oct 2020 
and Progress 
report to The 
Economy, 
Housing and 
the Arts Policy 
and 
Accountability 
Committee. 

25/01/2021 Open 

25 Social impact on security of council 
tenants, private renters and 
homeowners. 

5 5 25 
 

08 January 2021 HM Government funding to help accommodate all those currently sleeping rough and ensure that 
they are swiftly registered with a GP where they are not already. Measures are to aid in contacting individuals to 
receive vaccinations in line with priority groups outlined by the Joint Committee on Vaccination and Immunisation 
(JCVI) 
 
Renters will continue to be supported with an extension to the ban on bailiff evictions for at least six weeks until at 
least 21 February 2021 with measures kept under review by MHCLG. Courts will continue to prioritise cases, such as 
those involving anti-social behaviour, illegal occupation and perpetrators of domestic violence. Landlords continue to 
be required to give 6 month notice period to tenants until at least 31 March 2021 expect in the most serious 
circumstances. 

Assistant Director of 
Residents Services, 
Strategic Director for 
the Economy 

5 3 15 
 

Keep risk 
under review 

05/01/2021 Open 

30 Health and 
Safety 

maintaining regulatory gas 
inspections during a period 
where residents are self-
isolating or not responding to 
appointments 

5 5 25 
 

20/01/2021 January 2021 SLT briefing on position - Housing Compliance Briefing note to the Cabinet Member for 
Housing. 

Interim Strategic 
Director for the 
Economy 
Department 

3 3 9 
 

Keep risk 
under review 

21/01/2021 Open 

32 Competitive risk to the Council that there is a 
supplier failure in an existing 
contract or to one recently 
awarded due to financing/cash 
flow or other liquidity pressures 

5 5 25 
 

 27 January 2021 Ongoing monitoring and review at Contracts Assurance Board Head of 
Procurement and 
Contracts 

4 3 12 
 

Keep risk 
under review 

27/01/2021 Open 

37 Social prevention of social unrest and 
crime and disorder. 

5 5 25 
 

09 January 2021 Social Media messaging urging residents and visitors to use parks and open spaces safely, 
keeping a safe distance and limiting exercise to once a day and avoiding extremely busy areas such as Riverside 
Walk in Hammersmith. Message being communicated with others such as the Wendell Park Gardening friends 
10 January 2021 Messaging repeated. 

Assistant Director 
Safer 
Neighbourhoods 

3 4 12 
 

Keep risk 
under review 

22/12/2020 Open 

44 Economic/ 
Financial 

COVID financing during the 
ongoing crisis and then recovery 

5 5 25 
 

 27 January 2021 Ongoing monitoring and review within Corporate Revenue and Capital Monitor reports. Director of Finance 4 4 16 
 

Keep risk 
under review 

27/01/2021 Open 

P
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48 Social maintaining (non-financial) 
support for families and the 
community during the crisis 

5 5 25 
 

08 January 2021 LBHF work with London charity Ready Tech Go to connect unwanted devices to pupils that need kit 
to help access school lessons. 
16 January 2021 Joint promotion of the H&F Winter Covid Fund grants with United in Hammersmith and Fulham to 
support vulnerable people with their mental health and tackling loneliness and isolation. 
'20 January 2021 the LBHF Track and Trace Service continue to respond to calls and e-mail requests where Officers 
provide information on accessing foodbanks, Volunteer offers, testing centres, isolation payments, Covid compliance 
concerns and local track and trace information managed through the Environmental Heath Team. 

Chief Executive 
Family Services, 
Strategic Director of 
Children's Services, 
Strategic Director of 
Social Care 

3 3 9 
 

Keep risk 
under review 

21/01/2021 Open 

51 Health and 
Safety 

emerging requirements for 
residents in Care Homes and 
any potential exposure to 
COVID. 

5 5 25 
 

 'Ongoing monitoring at SLT, Covid-19 Board and Resilience Group meetings (high risk settings). Strategic Director 
Social Care, Director 
of Public Health, 
Director of Covid-19 

3 4 12 
 

Keep risk under 
review 
*amended to note 
LBHF as a leader 
in introducing 
lateral flow testing 
as a route to 
enabling Care 
visits. 

27/01/2021 Open 

55 Partnership there is a risk that suppliers are 
affected by either significant 
demands in the service or drops 
due to social isolation and they 
may struggle as a result. 

4 3 12 
 

 Ongoing monitoring of commissioned and procured services in departments also at Contracts and Assurance Board. Strategic Leadership 
Team 

4 3 12 
 

Keep risk under 
review 

03/12/2020 Open 

56 Legislative/ 
Regulatory 

there is a risk that 
statutory/regulatory inspections 
e.g. Ofsted, CQC will not be 
carried out or completed. 

4 3 12 
 

21 January 2021 indications are that Ofsted may re-start on-line assessments. Strategic Leadership 
Team 

3 3 9 
 

Keep risk under 
review. 
Updated to reflect 
the reports to 
Children and 
Education Policy 
and Accountability 
Committee; Ofsted 
Inspection of 
Children's Services; 
Children's Services 
Inspection 
Frameworks 

21/11/2021 Open 

57 Economic/ 
Financial 

there is a risk that there may be 
some spike in insurance claims 
following the initial response. 

4 3 12 
 

 Ongoing monitoring of any emerging trends or patterns through the Shared Insurance Service. Director of Audit 
Risk Fraud and 
Insurances 

3 3 9 
 

Keep risk 
under review 

27/01/2021 Open 

58 Customer/ 
Client 

there is a risk that there may be 
some initial increase in demand 
for services following any 
relaxation of the Stay Home HM 
Government policy 

5 3 15 
 

21 January 2021 discussed at Covid-19 Board, there were some indications of contractors reporting increased levels 
of sickness that may inevitably impact upon the delivery of contracted services. Situation to be closely monitored. 

Gold group 
Covid-19 Board 

4 3 12 
 

Keep risk 
under review 

21/01/2021 Open 

60 Social there is a risk to those 
individuals who require 
additional support including 
those with mental health or drug 
and alcohol addiction. 

5 4 20 
 

20 January 2021 LBHF Contracts Assurance Board approval to continuity request for the DVAWG provision. 
22 January 2021 the Winter Wellbeing Fund set up by the Council and administered by local charity UNITED in h&f 
award to the Violence Intervention Project (VIP) set up in 2017 to steer young people away from violence. 

Strategic Director of 
Social Care, 
Strategic Director of 
the Environment 

3 3 9 
 

Keep risk 
under review 

25/01/2021 Open 

64 Health and 
Safety 

there is a safety concern to 
individuals in the workforce who 
may be at increased risk of any 
exposure to Covid-19 

4 4 16 
 

08/01/2021 Concerns regarding location of testing centre, briefing note to Covid-19 Board. Corporate Health and 
Safety verification of separation of areas; layout and adherence to the Standing Operating Procedures to which we 
are bound. 

Assistant Director 
Transformation, 
Talent and Inclusion 

3 3 9 
 

Keep risk 
under review 
Updated Place 
risk to Service 
risk 

08/01/2020 Open 

66 Health and 
Safety 

there is a risk that lockdown will 
be localised to areas within or 
around to the borough being 
quarantined that will require 
focussed support (housing 
estates, care homes, schools, 
offices or shops). This includes 
moving between Tiers set by 
national government. 

5 5 25 
 

 'Ongoing monitoring of the local infection levels at Covid-19 Board meetings through BI data analysis. Strategic Leadership 
Team 

4 3 12 
 

Keep risk under 
review 
* amended risk 
description to 
include moving 
between Tiers set 
by HM Government 
for the Greater 
London area. 

27/01/2021 Open 

67 Health and 
Safety 

there is a risk that infection 
controls are less effective if Pillar 
2 fails - swab testing by the 
commercial sector 

5 5 25 
 

 Ongoing monitoring of commercial sector. Director of Public 
Health  

5 4 20 
 

Keep risk 
under review 

27/01/2021 Open 

68 Information 
Technology 

there is a risk that a Cyber 
Attack may significantly affect 
the ongoing response. 

5 5 25 
 

 27 January 2021 Ongoing monitoring of threat levels and scams. Raising awareness and communications to 
Officers. 
* Reference to the National Risk Assessment and Risk Register issued through Covid 19 Board January 2021. 

Chief Digital Officer 4 5 20 
 

Keep risk 
under review 

27/01/2021 Open 
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2. RE-START * Risks or Issues to be aware of in any 

re-starting of the wider economy and or social or 
other sectors 
 

Inherent Risk 
 

        

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls  Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

1 Economic/ 
Financial 

there is an increased risk of a 
critical business failure to the 
just-about-managing (JAMs) 
who are likely to be most 
exposed to those sectors 
affected by the mandatory 
shutdowns in retail, hospitality 
and leisure. 

5 4 20 
 

Government-funded furloughs will be helpful insofar as these businesses stay afloat, which will be difficult where 
market demand has been lost rather than deferred. 
State backed loans are being offered to the smallest businesses from 04 May 2020 with HM Government paying the 
initial 12 months interest. 
The 'Bounce Back' loans scheme offers up to £50,000 to small businesses and sole traders, being made available in 
24 hours. 
Additional business support from the Council who have provided support during the Coronavirus pandemic. A new 
series of workshops will run over four weeks to assist businesses affected by the COVID-19 crisis in preparation for 
when lockdown is lifted including workshops on how to create ads, diagnose and fix web issues, social media 
scheduling and image design, Google analytics and Google console training. 
Business can also use the business social media platform to engage and trade with other local companies including 
Twitter, Facebook, LinkedIn and Instagram. 
24 September 2020 HM Government announce a short term six month Job Support Scheme, the new emergency 
fund will commence 01 November 2020, the current furlough scheme comes to an end in October 2020. The 
chancellor also announced that businesses borrowing money through the HM Government loan scheme would be 
given more time to repay the money. VAT cut for hospitality and tourism companies will be extended until March 
2021. The cut from 20% to 5% VAT came into force on 15 July 2020.  
15 October 2020 Review of Recovery Programme themes, Gateway review, at Recovery Board. Implications are 
likely to be more severe as a consequence of a second wave and the introduction of new restrictions under the Covid 
Alert Tiers. 
30 October 2020 Extension of the Job Support Scheme by HM Treasury, combined with the Job Retention Bonus 
(JRB), the Job Support Scheme (JSS) will cover at least 95% of the total employment costs for average previously 
furloughed employee until February 21. Firms who retain staff that have been previously furloughed until the end of 
January 2021 will also receive a £1,000 per eligible employee payment under the JRB. Universal Credit and JSS 
combine as a suite of measures to support businesses and livelihoods during winter. 
02 November 2020 HM Treasury increase support to the self-employed through the Income Support Scheme 
(SEISS) with people receiving 80% of average trading profits for November. More businesses will be able to benefit 
from HM Government loan schemes which have been extended to the end of January.  

HM Treasury 4 4 16 
 

Keep risk 
under review 

27/01/2021 Open 

2 Social there is an increased risk to, 
trades and other occupations 
who are least suited to working 
from home. Their reliance on 
public modes of transportation 
once initial restrictions are lifted 
will place them at the forefront of 
the second or successive waves 
of infections and deaths. 

5 4 20 
 

Safe distancing posters have been sent to local businesses which are still open to ensure employees and customers 
remain safe. Businesses can access the poster on the Council's business website. 
HM Government's easing of lockdown for more retail businesses in June. 
04 June 2020 HM Government revised guidance of using face coverings when using Public Transport from 15 June 
2020 and also in NHS settings 
HM Governments further relaxing of lockdown restrictions and end of shielding;  
01 August 2020 Businesses begin to take financial responsibilities for a proportion of furlough costs. HM Government 
incentive to pay £1000 per employee retained following furlough. 
14 August 2020 Lockdown to ease further in England from 15 August 2020, more beauty treatments, small wedding 
receptions and live indoor shows can resume. This to include performance venues with socially distanced audiences, 
30 guests at a wedding reception, piloting a small number of events at sporting venues for a safe return of 
spectators; Casinos and bowling alleys to reopen. All to operate but can be subject to change if a local lockdown 
restriction is imposed. 
08 October 2020 Discussion on arts and theatres at Recovery Co-ordinating Group and the work of the Residents 
Commission. 
15 October 2020 Review of Recovery Programme themes at Recovery Board. Implications are likely to be more 
severe as a consequence of a second wave and the introduction of new restrictions under the Covid Alert Tiers. 
Dedicated session on Economic Recovery being planned. 

Department for 
Transport 

3 4 12 
 

Keep risk 
under review 

27/01/2021 Open 

3 Social there is an increased risk to new 
entrants to the labour market 
who may face structural 
dislocations that can 
disadvantage their lifetime 
earning potential. 

5 4 20 
 

HM Government Incentive payments for hiring a new apprentice. 
15 October 2020 Recovery Board Gateway review - Communications on internal opportunities planned. 

Department for Work 
and Pensions 

4 4 16 
 

Keep risk 
under review 

27/01/2021 Open 

4 Social there is an increased risk of 
intergenerational fairness 
becoming even more intractable. 
Interest rates at the zero lower 
bound may help those seeking 
to refinance a mortgage but will 
be unwelcome to first-time 
buyers saving for a deposit. In 
contrast to incomes that have 
been depressed or lost 
altogether, wealth may recover 
more quickly benefiting older 
households. 

5 4 20 
 

05 June 2020 - MHCLG extend period banning new evictions to protect renters until 23 August 2020. 
August 2020 - MHCLG announced proposals banning new evictions for 4 weeks and new 6 month notice periods to 
be in place until at least 31 March 2021. 
06 October 2020 LBHF - Building genuinely affordable homes - Springvale Estate. 

Ministry of Housing, 
Communities & 
Local Government 

4 4 16 
 

Keep risk 
under review 

27/01/2021 Open 

6 Human 
resources 

there is an increased risk that 
staff may misinterpret 
announcements by the Prime 
Minister regarding easing of 
lockdown as a green light to 
return to office-based working. 

4 4 16 
 

Chief Executive messaging through h&f engage to all staff undertaken in advance of any expected announcement 
ahead of the Victory in Europe Bank Holiday. 
The majority of staff will continue to work agilely at home with only essential staff working in H&F either in our 
buildings or directly providing services to our residents.  
22 June 2020 Recovery Board and h&f Engage messages provide an updated status on home and office working. 
August 2020 All services planning to return should be departmentally led and proposals outlined at Recovery Board. 

Chief Executive 3 3 9 
 

Keep risk 
under review 

27/01/2021 Open 
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2. RE-START * Risks or Issues to be aware of in any 
re-starting of the wider economy and or social or 
other sectors 
 

Inherent Risk 
 

        

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls  Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

September 2020 Regular Internet and e-mail (h&f engage) Ways of Working; Key Messaging on the Council's 
intranet and e-mail comms. Workforce monitor by Transformation, Talent and Inclusion. 
15 October 2020 Recovery Board. Further Internal communications update planned following the announcement that 
Greater London Councils are moving into Tier 2 of the Covid Alert System. 
31 October 2020 Second National Lockdown announced by HM Government due to surges in infection rates 
commencing 05 November 2020 restrictions to businesses and business that are required to be closed are available 
on the HM Government website. 
27 November 2020 Ways of Working 2 guidance issued. Expansion of sections include; an update from the Chief 
Executive; The NHS app,; What to do if there's an Outbreak of Covid-19; iConnectYou the Welfare at Work app.; 
Becoming a Dementia Friend; Flu jabs; Safety Incident reporting; Health and Safety responders; Starters and 
Leavers; Desk-Smart booking system and Confidential Waste control.  

10 Competitive there is a risk that the HM 
Government's easing of the 
lockdown will result in some 
organisations seeking supplies 
of PPE through the Council. 

4 4 16 
 

Ongoing review of supply and demand through the existing procurement processes established for the Covid-19 
response 
24 June 2020 - Horizon scanning determined that the Council holds a significant amount of PPE stock. The Assistant 
Director for Facilities Management and Director of Finance to discuss and prepare a short report to SLT on third 
party PPE requests. 
August 2020 - report of the Head of Procurement and Contracts seeks to establish supplies to replenish stocks. 
October 2020 - Communications to providers regarding sourcing of own stock. 

Director of Finance 
Assistant Director of 
Facilities 
Management 

3 3 9 
 

Keep risk 
under review 

27/01/2021 Closed 

11 Customer/ 
Client 

there is a risk that the HM 
Government's easing of the 
working hours in the 
construction industry will have 
an adverse effect on the local 
residents and businesses. 

4 4 16 
 

Briefing note taking proposals to Strategic Leadership Team with input from the Economy and Children's Services 
Department. 
21 September 2020 The Noise Nuisance Team - Recovery Board approval to return to some office working delivers 
and addresses concerns about the construction sectors impact on the local area since HM Governments lifting of 
restrictions to working hours. 

Strategic Leadership 
Team 

4 3 12 
 

Keep risk 
under review 

27/01/2021 Open 

13 Customer/ 
Client 

there is a risk that the HM 
Government's proposals for 
retail businesses to re-open in 
will result in some businesses 
not being Covid safe on re-
opening. 

4 4 16 
 

27 May 2020 H&F Brilliant 4 Biz communications - Working safely during Coronavirus - Webinar from the 
Department of Business Energy and Industrial Strategy through Eventbrite. 
The Council has published details for businesses of the HM Government and Health and Safety Executive guidance 
on social distancing for business, carrying out risk assessments in accordance with Health and Safety Executive, 
PPE, customer safety including specific guidance for; Construction and other outdoor work; factories, plants and 
warehouses; labs and research facilities; offices and contact centres; other people's homes, restaurants offering 
takeaways and deliveries; shops and branches; vehicles. The Council has also provided a Covid-19 safety poster for 
local businesses to display in their premises to help ensure safety of their employees and customers. 
24 May 2020 HM Government Ministry of Housing, Communities and Local Government - Reopening High Streets 
Safely Fund will help councils in England introduce a range of safety measures in a move to get people back to work 
and customers back to the shops. It will also support a range of practical safety measures including new signs, street 
markings and temporary barriers. This will help get businesses get ready for when they can begin trading safely, not 
only in high streets and town and city centres, but also in other public spaces. Councils will also be able to use this 
money to develop local marketing campaigns to explain the changes to the public and reassure them that their high 
streets and other commercial areas are safe. LBHF Awarded £166.9k 
The government has published COVID-secure guidelines for people work in or run shops, branches, and stores. This 
guidance supports shops that are currently open, such as supermarkets and pharmacies, but will also be useful for 
those in non-essential retail to consider now for when they are allowed to open. 
August 2020 Increased resources for Environmental Health Officers to assist in compliance checking. 
30 September 2020 - Resilience meeting - Environmental Health Officer support to businesses and licence holders 
summarising requirements and changes to legislation. Additional support is being given to smaller outlets requiring 
the QR code to be displayed for the NHS App. being provided by the council's own h&f CAN and Shield team. 
Compliance checking is being undertaken. 
08 October 2020 - HM Government announce limited funding for Covid Marshalls also to be spilt with the Police; 
£30m to be spilt to aid Environmental Health officers who do have enforcement powers to ensure businesses follow 
the restrictions. 
09 October 2020 - Resilience Board -  Environmental Health Team; letters and posters to businesses; support to 
businesses being visited; inspections where non-compliance is being reported; follow-ups undertaken. 
14 October 2020 - Covid-19 Resilience Group updated on Environmental Health Officers activity. This includes 
reports of support given to retailer who have found the regulations difficult to interpret. 
11 December 2020 - Covid-19 Resilience Group updated on Environmental Health Officers activity. This includes the 
introduction of new enforcement delegated powers to issue notices and closing businesses who are repeatedly not 
adhering to Covid safe regulations or failing to implement improvement recommendations. The council continues to 
act where the public tell us where there are complaints about poor practice or lack of measures being seen. 
11 January 2021 - Continuing work of the council's Enforcement and Compliance Teams to ensure that businesses 
are operating within the applicable regulations at this time. 

Strategic Leadership 
Team 

4 3 12 
 

Keep risk 
under review 

27/01/2021 Open 

15 Health and 
Safety 

there is a risk that the HM 
Government's proposals for 
reduction/increase of lockdown 
restrictions and the speed of 
how regulations change, 
including new Covid Alert Tiers, 
could lead to local housing 
estates, schools, businesses or 
workplaces being closed in order 
to stem the virus. Hotspots could 
be placed under local lockdown 
conditions 

4 4 16 
 

Contingency planning 
Review of service continuity plans to prepare for a 2nd wave of infections or local outbreak. 
Public Health Planning 
London Planning 
Outbreak Plans 
16 September 2020 - Cabinet Office virtual review of local arrangements 
07 October 2020 - Resilience Group updated on recent management and control of local outbreaks undertaken by 
the Incident Management Team. 
15 October 2020 - Risk now realised as HM Government has introduced a tiered and regional response. Some 
issues would be managed at a London regional level. 

Strategic Leadership 
Team 

4 3 12 
 

Keep risk 
under review 

27/01/2021 Open 
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3. RECOVERY 
S.R.O. Strategic Director for the Economy 

Inherent Risk 
 

   Residual Risk     

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

1 Social there is an increased risk in 
meeting mutual assistance 
which is likely to include 
sustained financial support 

5 4 20 
 

Recovery Strategy, Horizon scanning, Humanitarian aid planning, Recovery Group 
Step up Plan for Second or successive Waves; Greater London Regional response. HM Government Grants. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Head of Regulatory 
Services 
Director of Covid 

5 4 20 
 

Keep risk 
under review * 
Description 
amended to 
reference 
successive 
waves * 
Acknowledge
ment of 
Greater 
London Calls 
in response to 
the Tier 4 
announcement 
and response 
and likelihood 
increased to 
very high. 

19/01/2021 Open 

2 Customer/ 
Client 

there is an increased risk in 
meeting demands for 
services temporarily 
suspended or reduced 
during the COVID response. 

5 4 20 
 

Recovery Strategy, Horizon scanning, Recovery Group 
15 October 2020 - Risks may become issues as HM Government announce Greater London is moving into Tier 2 High 
Covid Alert Level on 17 October 2020 
14 December 2020 - HM Government announce Greater London is moving into Tier 3 Very High Alert Level on 16 
December 2020. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Strategic Leadership 
Team 

4 4 16 
 

Keep risk 
under review 

19/01/2021 Open 

3 Environmental there is a risk that any return 
to office-based working is 
delayed due to implementing 
new distancing measures 
and workforce rota's in 
offices 

4 4 16 
 

Facilities management and Transformation, Talent and Inclusion workplace and workforce planning, risk assessment. 
Recovery Group. Ways of Working and Version 2 made available. 
15 October 2020 - Recovery may pause or in some cases reverse as HM Government announce Greater London is 
moving into Tier 2 High Covid Alert Level on 17 October 2020. 
14 December 2020 - HM Government announce Greater London is moving into Tier 3 Very High Alert Level on 16 
December 2020. 
15 December 2020 - Updated and improved the intranet Staff Zone and have re-named it Virtual Communities to reflect 
that many of our interactions are now virtual and to keep up the sense of community between staff. Connect with the 
borough through the staff magazine, Officers stay updated with departmental messages, share on Yammer, or join staff 
on the H&F Way or Race and Equality working groups. 
04 January 2021 - another national lockdown is announced in England re-stating the stay at home message. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Facilities 
Management Soft 
and Hard Services, 
Assistant Director of 
Transformation, 
Talent and Inclusion 

3 3 9 
 

Keep risk 
under review 

19/01/2021 Open 

4 Economic/ 
Financial 

there is a risk to local arts, 
theatres, music and other 
venues in the borough if the 
period of social distancing 
continues for a considerable 
period 

4 4 16 
 

Recovery Strategy, Arts Strategy, Recovery Group 
15 October 2020 Recovery Board Gateway review and Programme Highlight report, further research is being undertaken 
as part of the Economic Recovery; further complicated by the rise in infection rates across Greater London and also the 
introduction of Greater London Councils into Tier 2 Covid Alert High as a region. 14 October 2020 Report to The 
Economy, Housing and the Arts Policy and Accountability Committee, progress on support for local businesses during 
the Covid-19 pandemic.  
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Assistant Director for 
the Economy 

3 4 12 
 

Keep risk 
under review 
Re- Assigned 
to the 
Economy 
Department 

19/01/2021 Open 

5 Political/ 
Policy 

There is a risk to 
employment and businesses 
in the hospitality and travel 
sector  

4 4 16 
 

Recovery Strategy, Recovery Group 
15 October 2020 Recovery Board Gateway review and Programme Highlight report, further research is being undertaken 
as part of the Economic Recovery; The h&f Business Network is administered by Members of the Hammersmith and 
Fulham Business Support team and is chaired by the Borough Business Champion, Cllr Vincent. The group work 
collaboratively throughout the pandemic to deliver outcomes that support and facilitate economic recovery, business 
retention and town centre/high street resilience. Business support services team responding to phone call and e-mail 
enquiries, production of an h&f Food guide distributed and promoted across all council digital media along with hard 
copies to residents to encourage otherwise static food businesses to increase their take-away delivery service. 
Supporting North End Road Markets opening within social distancing guidelines whilst also delivering PPE and hand-
sanitiser to traders. The h&f Enterprise Club open to residents and businesses offered their free service including access 
to training and seminars, accounting, marketing and networking with fellow local entrepreneurs. Free 1-2-1 business 
advice clinics offered guidance and support on opening a business to marketing strategies. Additional work to promote 
safe shopping in the borough included the Shop Local, Shop Safe campaign, an accompanying video produced by h&f 
Circles celebrating buying local. Our Space is Your Space was introduced to enable hospitality business to extend their 
floorspace outdoors using public highways and space. Agreements were struck with organisations to provide informal 
support on business tenancy support and how to access HM Government backed schemes.  The food market at Lyric 
Square was reinvented through a scaled back basis with increased trading operating on Wednesdays on a temporary 
basis to allow all traders to operate trading once a week. Planning for a safe Christmas and return to shopping will be 
updated following the second Covid wave and November lockdown. 02 December 2020 Local Restrictions Support Grant 
- supports businesses that have been severely impacted due to temporary local restrictions. Greater London will enter 
Tier 3 due to increasing infection rates on 16 December 2020. Funding can be targeted towards hospitality, hotel, bed 
and breakfast and leisure businesses. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Strategic Director 
The Economy 
Department 

4 4 16 
 

Keep risk 
under review 

19/01/2021 Open 

6 Human 
resources 

There is a risk that services 
begin to re-design office or 
workplace layouts without 
reference to corporate plans 
and asset management. 

4 3 12 
 

Recovery Strategy, Recovery Group, Recovery Co-Ordinating Group; Phased approach to re-occupation of Corporate 
Buildings, risk assessment. 
01 June 2020 Recovery and budget planning assessment to be completed by 22 June 2020 
08 June 2020 Re-occupation of corporate properties survey to be completed by 10 June 2020 
17 June 2020 Asset plans discussed at Recovery Board, communications to Officers on the recovery programme now 
available on the main intranet page and include specific instruction that Officer do not return to the Officer without  risk 
assessment and strict permission from their Director. 

Strategic Leadership 
Team 

3 3 9 
 

Keep risk 
under review 

19/01/2021 Open 
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3. RECOVERY 
S.R.O. Strategic Director for the Economy 

Inherent Risk 
 

   Residual Risk     

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

August 2020 Introduction of a Technical Assurance Group comprising Digital, FM, Workforce and Health and Safety 
Officers. Services are to use six steps to recovery as available on the Recovery site of the Intranet. 
September 2020 New Ways of Working Guidelines introduced. 
27 November 2020 Ways of Working 2 guidance issued. Expansion of sections include; an update from the Chief 
Executive; The NHS app,; What to do if there's an Outbreak of Covid-19; iConnectYou the Welfare at Work app.; 
Becoming a Dementia Friend; Flu jabs; Safety Incident reporting; Health and Safety responders; Starters and Leavers; 
Desk-Smart booking system and Confidential Waste control. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

7 Human 
resources 

There is a risk that some 
businesses that trade with 
the Council or provide a 
service are not able to 
continue due to financial 
pressures that provide a key 
service to the Council. 
Existential risk. 

4 3 12 
 

Recovery Strategy, Recovery Group, Supply Chain resilience and continuity planning 
Creditsafe Covid-19 risk appraisal for the Council's suppliers requested and shared with the Corporate Procurement 
Team. 
Contracts Assurance Board and Chief Executive to consider proposals 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Strategic Leadership 
Team 

3 3 9 
 

Keep risk 
under review 

19/01/2021 Open 

9 Human 
resources 

There is a risk of staff burn 
out due to the focus, effort 
and energy committed by 
staff to the initial Covid-19 
response and then a second 
surge or wave of local 
infections. 

4 4 16 
 

25 June 2020 Raised at pre-mortem with the Leadership forum and discussed at Recovery Board. 
Managers encourage staff and themselves to take annual leave - there has since been an increase in staff booking leave 
- Silver Transformation, Talent and Inclusion report Staff attendance is down by 8% as an indicator that messages are 
working. 
Managers Assist has been launched on the Intranet that compliments the Wellbeing Wednesdays, and work Employee 
Assistance Programme. 
Regular meetings with TU's and Transformation, Talent and Inclusion 
Regular reminders of the Council's Welfare Offers and Support Mechanisms 
Staff Survey 
10 September 2020 Covid-19 dashboard monitor at Recovery Board. 
15 September 2020 Amended risk description to reflect an emerging spike or second wave. 
24 September 2020 SLT Assurance - Director of Audit, Fraud, Risk and Insurance asked to scope an assurance review 
on personnel resilience. 
15 October 2020 Recovery Board Step Up plan. 
11 December 2020 Review of workforce absences at Covid-19 Resilience Group indicates a very low level of reported 
sickness and highly resilient workforce. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Strategic Leadership 
Team and 
Transformation, 
Talent and Inclusion 

4 3 12 
 

Keep risk 
under review 

19/01/2021 Open 

10 Human 
resources 

There is a risk that some 
services are affected by 
Agile and/or Remote 
working and that may affect 
the efficient delivery of 
services that we aspire to 
deliver to the public. 

4 4 16 
 

25 June 2020 Raised at pre-mortem with the Leadership forum and discussed at Recovery Board. 
Performance Appraisal Lite issued 
Leadership Forum are sighted on this issue and the Transformation, Talent and Inclusion Team are working with Leaders 
and Digital Services, FM and the Recovery Board in positive collaboration to address areas. Reference to the ongoing 
work on the Civic Campus Programme. 
10 September 2020 priority based return for the workforce, Recovery Board and Departments will lead the response. 
08 October 2020 Health and Safety Board - review of DSE (Display Screen Equipment) Risk Assessment system and 
proposals for their upgrade to a new software system; review of DSE Equipment provided to workers at home. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Leadership Forum 
and Transformation, 
Talent and Inclusion 

4 3 12 
 

Keep risk 
under review 

19/01/2021 Open 

11 Customer/ 
Client 

There is a risk that the 
demand for pace impacts on 
areas which require more 
time and learning – such as 
innovation, co-production 
and climate change 

4 4 16 

 

25 June 2020 Raised at pre-mortem with the Leadership forum and discussed at Recovery Board 
08 October 2020 Reviewed progress of the Recovery at a Gateway review at Recovery Board. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Director of Covid-19  4 3 12 
 

Keep risk 
under review 

19/01/2021 Open 

12 Human 
resources 

Workforce gaps from loss of 
staff and agency reduction 

4 4 16 
 

25 June 2020 Raised at pre-mortem with the Leadership forum and discussed at Recovery Board 
Recovery Planning and MTFS - Innovation and change, taking benefits from Digital Services as a form of Outreach to the 
Community examples include the use of AI to contact vulnerable people or use of h&f CAN volunteers 
Financial modelling of the impacts on Council finances and resilience at Finance Board and Strategic Leadership Team 
24 September 2020 SLT Assurance - raised during the review of the performance dashboard and the possible shift from 
reliance on Agency provision to fte's. Risk mitigated through Resource Management Board reviews. 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Strategic Leadership 
Team 

4 3 12 
 

Keep risk 
under review 

19/01/2021 Open 

13 Partnership Deterioration in partner 
relationships leads to loss of 
confidence in Council and 
partners overwhelmed/ 
fatigued/ unclear of their role 

4 4 16 
 

25 June 2020 Raised at pre-mortem with the Leadership forum and discussed at Recovery Board 
Partners may be faced with managing new challenges and objectives that are a consequence of Covid-19 
The Council has extensively reached out to partners to keep them informed and supported during Covid-19 additional 
financial support has been made through local organisations funding, HM Government Grants or schemes 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Strategic Leadership 
Team 

4 3 12 
 

Keep risk 
under review 

19/01/2021 Open 

14 Customer/ 
Client 

Failure to consistently 
communicate and engage 
with residents on recovery 
plans 

4 4 16 
 

25 June 2020 Raised at pre-mortem with the Leadership forum and discussed at Recovery Board 
Communications and consultations strategy reviewed and discussed at Recovery Board 
16 September 2020 Libraries re-opening messaging on Social Media, clarity provided on changes, maintaining on-line 
library resources; limiting capacity to enable social distancing; newspapers and magazines can be accessed through on-
line resources. 
20 October 2020 Recovery Co-Ordination Group review of Communications approach as part of the Gateway Review 
19 January 2021 - Recovery Co-ordination Group meeting review of approach. 

Head of 
Communications 

3 3 9 
 

Keep risk 
under review 

19/01/2021 Open 
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 OPPORTUNITY  
  

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

2 Environmental there is an opportunity to 
retain some of the 
environmental benefits 
from reduced commuting 
and working from home 
arrangements proven 
during the COVID 
response. 

5 4 20 
 

Recovery Strategy 
Climate emergency and recovery presentation at Recovery Board 
Ref to Opportunity 1 and gains from Ways of Working 
Gateway review 

Chief Officer, Public 
Realm 

5 4 20 
 

Keep 
opportunity 
under review 

20/10/2020 Open 

3 Environmental there is an opportunity to 
retain some of the physical 
use of property benefits 
from reduced commuting 
and working from home 
arrangements proven 
during the COVID 
response. 

5 4 20 
 

Recovery Strategy 
Gateway review 

Facilities 
Management 

5 4 20 
 

Keep 
opportunity 
under review 

20/10/2020 Open 

4 Technological there is an opportunity to 
retain some of the 
services moved to a digital 
form of delivery proven 
during the COVID 
response. 

5 4 20 
 

Recovery Strategy; 13 August 2020 discussed at Recovery Board - Digital Services to be a mandatory theme amongst 
recovery proposals, Gateway review 

Strategic Leadership 
Team, Chief 
Information Officer 
Digital Services 

5 4 20 
 

Keep 
opportunity 
under review 

20/10/2020 Open 

5 Human 
resources 

there is an opportunity to 
return some services 
which were geographically 
dispersed to the local area 
boosting local employment 
opportunities and 
resources 

5 4 20 
 

Recovery Strategy 
Gateway review 

Strategic Leadership 
Team 

5 4 20 
 

Keep 
opportunity 
under review 

20/10/2020 Open 

6 Customer/ Client there is an opportunity to 
review areas of family 
service provision following 
the initial Covid-19 
outbreak and retain or 
further develop on-line 
digital services. 

5 4 20 
 

Recovery Strategy; 13 August 2020 Family Services re-opening of the Askham Centre considered at Recovery Board, 
Gateway review 

Strategic Leadership 
Team 

5 4 20 
 

Keep 
opportunity 
under review 

20/10/2020 Open 

7 Customer/ Client there is an opportunity to 
review areas of the Civic 
Campus Programme for 
opportunities and benefits 
delivered and how they 
can contribute to the post 
Covid-19 delivery of 
Council Services 

5 4 20 
 

Recovery Strategy, Gateway review Strategic Leadership 
Team 

5 4 20 
 

Keep 
opportunity 
under review - 
underway, 
report to SLT 
DB and NB 
The Economy 
Department 
working with 
DP in Finance 
(Commercial)  

20/10/2020 Open 

8 Customer/ Client there is an opportunity to 
utilise the h&f CAN 
volunteers in other areas 
and also to review the 
current operating hours for 
the call centre 

5 4 20 
 

Mindful of a potential 2nd wave, we have maintained contact with the volunteers, planned and rehearsed any potential 
outbreak planning. This has included the stepping back up of shielding support and provision of food and support via 
volunteers. This has recently been commented on by the cabinet office at a site visit 16th September as “Impressive” 
planning. 
September 2020 h&f CAN/Shield staff supporting Local Contact Tracing calls. 
Gateway review 

Assistant Director for 
Housing Operations 

5 4 20 
 

Keep 
opportunity 
under review 

25/01/2021 Open 

9 Technological there is an opportunity to 
utilise world-leading 
artificial intelligence 
technology like the Yokeru 
system to identify those 
residents in greatest need 
and get help to them 
without delay including 
food parcels. 

5 4 20 
 

Recovery Strategy - The Council quickly put in place h&f Shield with Volunteers from h&f CAN and staff from the 
business intelligence unit. Yokeru were brought in to make automated calls to 9000 residents to see who needed help 
urgently. Volunteers and staff then followed up in person. 
Gateway review 

Chief Information 
Officer Digital 
Services 

5 4 20 
 

Keep 
opportunity 
under review 

20/10/2020 Open 
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4. CORPORATE CONTINUITY 
Lead Officer, Business Continuity Manager 

Inherent Risk 
 

   Residual Risk     

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

1 Technological risks associated with the 
failure of the IT Network 
infrastructure 

5 5 25 
 

Insurances-Business Continuity plan(s)-Disaster recovery plan-Service Resilience Group 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
Civic Campus Programme notes significant de-risking in December 2020 with planned moves away from the Town Hall 
complete. 

Chief Information 
Officer Digital 
Services 

3 4 12 
 

Keep risk 
under review 
Updated to 
reflect 
relationship to 
London 
Planning  
Updated to 
reflect Works 
at 
Hammersmith 
Town Hall 
Disaster 
recovery plan 
to be 
reviewed. 

22/12/2020 Open 

2 Technological risks associated with the 
failure of the IT Network, 
Cyber-attack (e.g. total or 
partial loss of data) 

5 5 25 
 

User training and guidance-Firewalls-Backups-'Insurances-Business Continuity plan(s)-Disaster recovery plan-Service 
Resilience Group 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapter on Malicious attacks). 

Chief Information 
Officer Digital 
Services 

4 4 16 
 

Keep risk 
under review 
and National 
Risk Register 
Disaster 
recovery plan 
to be 
reviewed. 

25/01/2021 Open 

3 Technological risks associated with loss 
of a major IT system 

5 5 25 
 

Business Continuity plan(s)-Contractual obligations of the provider-periodic credit reviews-contract management-
emergency procurement- 

Information Asset 
Owner 

4 4 16 
 

Keep risk 
under review 
Updated to 
reflect Works 
at 
Hammersmith 
Town Hall 
Disaster 
recovery plan 
to be 
reviewed. 

10/12/2020 Open 

4 Economic/ 
Financial 

risks associated with the 
exit of the EU with a No-
Trade Deal 

4 5 20 
 

Business Continuity plan(s) 
London Chief Executives have asked Chief Executive of LB’s Richmond and Wandsworth, to lead this work. 
London Resilience reporting.  

Director of Finance 4 4 16 
 

Keep risk 
under review 
Amended to 
reference No 
Trade Deal 

22/12/2020 Closed 

5 Human 
resources 

risks associated with 
Workforce - Covid and 
changes following Brexit. 

5 5 25 
 

Workforce plan-Vendor Neutral Agency Provider-'Business Continuity plan(s)-Outbreak Plan 
London Resilience reporting.  

Assistant Director of 
Transformation, 
Talent and Inclusion 

3 4 12 
 

Keep risk 
under review 
*amended risk 
description 
following the 
signing of a 
Trade Deal 
with the EU 

25/01/2020 Open 

6 Environmental risks associated with 
Terrorism or Explosion in 
the local area 

5 5 25 
 

Licensing and inspections-Security-Emergency Plan-Business Continuity plan(s)-Insurance 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapter on Malicious attacks and Major accidents). 
25 January 2021 MI5 The threat to the UK (England, Wales, Scotland and Northern Ireland) from terrorism is SEVERE. 
SEVERE means an attack is highly likely. 

Chief Officer Safer 
Neighbourhoods 

3 4 12 
 

Keep risk 
under review 
Updated to 
reflect 
relationship to 
London 
Planning and 
National Risk 
Register 

25/01/2020 Open 

7 Customer/ Client risks associated with loss 
of a significant supplier 
(non-IT) 

5 5 25 
 

Contract Management-Credit Checking- Supply Chain Assessment--Business Continuity plan(s)-emergency 
procurement 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 

Head of 
Procurement and 
Contracts 

3 4 12 
 

Keep risk 
under review 
Updated to 
reflect 
relationship to 
London 
Planning  

10/12/2020 Open 

8 Energy or Fuel risks associated with loss 
of Utilities (Power, Gas, 
Water) 

5 5 25 
 

Contract Management- Supply Chain Assessment--Business Continuity plan(s)-emergency procurement-Emergency 
Plan 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapters on, Major accidents and Malicious attacks). 

Assistant Director of 
Operations, The 
Economy 
Department 

3 4 12 
 

Keep risk 
under review 
Updated to 
reflect 
relationship to 
London 
Planning  

10/12/2020 Open 
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4. CORPORATE CONTINUITY 
Lead Officer, Business Continuity Manager 

Inherent Risk 
 

   Residual Risk     

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

9 Environmental risks associated with total 
loss of use of a building, 
office or workplace. (Fire, 
flood, collapse, cordon, 
social disorder or protest) 

5 5 25 
 

Asset management-Business Continuity Plan(s), Emergency Plan 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapters on Environmental hazards, Major accidents and Malicious attacks). 

Assistant Director of 
Operations, The 
Economy 
Department 

3 4 12 
 

Keep risk 
under review 
Updated to 
reflect 
relationship to 
London 
Planning and 
National Risk 
Register 

22/01/2021 Open 

10 Legislative/ 
Regulatory 

risks associated with 
ensuring completion of a 
successful election. 

5 5 25 
 

Elections Team-Elections Project Team-Business Continuity Planning. 
21 September 2020 - Review of Canvassing. Technical Assurance Group and Head of Service. Conclusion that 
canvassing in the current scenario, increasing rates of infection, second wave, was not approved. Should the position 
change then the situation could be reviewed. 25 September 2020 Recovery Board supported the decision not to support 
door to door canvassing at this time. 
21 January 2021 notice of election project team planning sessions, commencing in February 2021. 

Head of Electoral 
Services 

2 4 8 
 

Keep risk 
under review 

22/01/2021 Open 

11 Partnership risks associated with 
failure of a strategic 
partnership (IBC, Family 
Support, Pensions Admin.) 

5 5 25 
 

Partnership governance and appointments-Performance reviews-Business Continuity Plan(s) Strategic Leadership 
Team 

3 4 12 
 

Keep risk 
under review 

10/12/2020 Open 

12 Partnership risks associated with 
failure of a banking or 
payment system 

5 5 25 
 

Performance reviews-Business Continuity Plan(s)-Use of Procurement Cards-repeat last payments run 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
. 

Director of Finance 2 4 8 
 

Keep risk 
under review 
Updated to 
reflect 
relationship to 
London 
Planning  

10/12/2020 Open 

13 Partnership risks associated with the 
running of the mortuary 
service on behalf of other 
London Boroughs 

5 5 25 
 

Performance reviews-Business Continuity Plan(s)-Designated Disaster Mortuary Plan 
15 September 2020 Outbreak plan walkthrough with Head of Service 
10 December 2020 Covid-19 Board review of Mortuary spaces indicates that there are no significant matters. 
21 December 2020 Westminster continue to track the case levels and deaths across Greater London, and factor them 
into mortality management planning  
21 January 2021 position reviewed at Covid-19 Board, mortuary place demands have increased but extra capacity has 
been factored into the mortality management planning for Greater London. 

Director of 
Resources 

2 4 8 
 

Keep risk 
under review 

21/01/2021 Open 

COMMUNITY 

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

1 Economic/ 
Financial 

risks associated with 
Brexit and the impact on 
supplies, food, power and 
workforce. 

5 5 25 
 

Brexit Planning-Brexit Briefings-Communications-Status application support-Business Continuity Plans 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
London Chief Executives have asked Chief Executive of LB’s Richmond and Wandsworth, to lead this work. 
02 December 2020 Discussed at SLT - DMT's briefings on issues noted by London Resilience - 11 December 2020 
Finance (Resources via e-mail); Environment 15 December 2020; Social Care 16 December 2020 
21 December 2020 PM (Lead Chief Executive) joined the SR CEs meeting yesterday as  Brexit GOLD and updated the 
position on current risks and mitigations. PM noted that many of the issues are from the end of the transition period 
(whatever the outcome of government negotiations) will not be cliff-edge ones, but rather grow steadily over time.  

Director of Finance 3 4 12 
 

Keep risk under 
review * 
likelihood of risk 
reduced by 1 due 
to the Trade deal 
agreement 
There may be 
medium term 
impacts realised 
once the detail of 
the deal is 
clarified and 
tested. 

11/01/2021 Open 

2 Social risks associated with 
Covid 19 and the impact 
on supplies, food, power, 
employment and Public 
Health 

5 5 25 
 

Covid Response and Recovery Planning - Outbreak Plans - Business Continuity Plans - Standing Operating Procedures 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
Winter Programme - Food Planning. 
21 January 2021 Director of Public Health  held a special session recently exploring how we are using English language 
learning apps, working with Somali parents about childhood vaccinations and COVID-19 vaccines, and getting people 
from under-served groups into careers and jobs, all in an effort to tackle disproportionality in COVID-19. 
The BAME Inequalities Working Group aims to meaningfully address health inequalities in H&F by implementing the 
recommendations set out in Beyond the data: Understanding the impact of COVID-19 on BAME Groups. Improvements 
to address health inequalities can be made across all areas of public life so we want to encourage people from a variety 
of different disciplines to get involved. 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapter on Human and Animal health, Case Study). 

Strategic Leadership 
Team 

5 4 20 
 

Keep risk under 
review 
*likelihood 
increased due to 
sharp escalation 
in transmission 
rate and 
declaration of a 
major incident by 
the Mayor of 
London. Updated 
to also reflect 
relationship to 
London Planning 
and National Risk 
Register 
 
 

22/01/2021 Open 
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4. CORPORATE CONTINUITY 
Lead Officer, Business Continuity Manager 

Inherent Risk 
 

   Residual Risk     

Ref 
No. 

Class There is a risk of..” Likelihood Impact Score Controls Senior 
Responsible 
Officers/Group 

Likelihood Impact Score Planned 
Controls 

Date 
reviewed 

Risk Status 
Open/Closed 

3 Customer/ 
Client 

risks associated with 
Terrorism or Hostile 
Vehicle attack in the local 
area 

4 5 20 
 

CCTV-Street Design and Planning-Situational awareness and liaison with the Police  
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapter on Malicious attacks). 

Community Safety 
Manager 

4 4 20 
 

Keep risk under 
review 
Updated to reflect 
relationship to 
London Planning 
and National Risk 
Register 

22/01/2021 Open 

4 Customer/ 
Client 

risks associated with Fire 4 5 20 
 

CCTV-Fire Safety Measures-Property Design and Planning-LFB-Capital Works e.g. Installation of fire safety doors; 
Sprinkler Systems at Edward Woods Estate/Drake/Shackleton Courts 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment, (refer to the 
chapter on Major accidents). 

Community Safety 
Manager 

2 4 8 
 

Keep risk under 
review 
Updated to reflect 
relationship to 
London Planning 
and National Risk 
Register 

22/01/2021 Open 

5 Customer/ 
Client 

risks associated with 
Climate Change (heat, 
flood, cold, wind) 

4 5 20 
 

Declaration of a Climate Change Emergency-Residents Commission-Air Quality Monitoring-Traffic controls and 
Initiatives-SuDs 
LBHF Residents led Climate and Ecological Emergency Commission and declaration of a climate emergency on 17 July 
2019. 
London Resilience Planning / London Risk Advisory Group / National Security Risk Assessment / London Risk Register / 
London Risk Planning Assumptions. 
Support of London Recycles Repair Week offer on Laptop Fault and Fix Repair Service at 20% discount; Broken 
Furniture 
11 January 2021 HM Government National Risk Register based on the National Security Risk Assessment ,(refer to the 
chapter on Environmental Hazards). 
21 January 2021 Development of a refreshed Housing Strategy and linked strategies e.g. Homelessness and Rough 
Sleeping. 

Climate Strategy 
Lead 

3 4 12 
 

Keep risk under 
review 
Updated to reflect 
relationship to 
London Planning 
and National Risk 
Register 

22/01/2021 Open 

6 Social risks associated with a 
surge in numbers exiting 
Hong Kong due to the 
political regime. 
There are 5.5 million 
residents that will be 
eligible for BNO status. 
MHCLG expect 200,000 
people to arrive in first 12 
months (Feb 2021 – Jan 
2022) as part of a 
managed economic 
migration.  Under a surge 
migration scenario, up to 
40,000 people could arrive 
per month, with two 
weeks' notice of this influx.   

4 4 16 
 

MHCLG - more detailed planning assumptions expected to follow shortly * advised by CE Merton. 
People will not be required to quarantine when arriving in the UK (this is subject to change as intelligence indicates an 
increase in cases in Hong Kong similar to the UK which could change travel restrictions).  A new sub-group of the SCG is 
being set up by FT and will meet to consider the implications for London. 
07 January 2021 Update from MHCLG to Director of Covid and Strategic Director for the Economy. 

Strategic Leadership 
Team 

3 4 12 
 

Keep risk under 
review 
Updated to reflect 
relationship to 
London Planning  

22/01/2021 Open 

7 Social risks associated with a 
block at the UK Ports and 
impacts to supplies 
including food and 
perishables. 

5 4 20 
 

HM Government and Kent CC contingency planning Cabinet Office and 
HM Government 
Departments 

2 4 8 
 

Keep risk under 
review 
Updated to reflect 
relationship to 
London and Kent 
CC Contingency 
Planning  
* Likelihood 
diminished 
following initial 
closing and re-
opening of ports. 

11/01/2021 Open 

5. CORPORATE HEALTH AND SAFETY, Lead Officer - Head of Corporate Safety 

Ref 
No. 

Class There is a risk of..' Likelihood Impact Score Existing Controls Risk Owner Likelihood Impact Score       

1 Health and 
Safety 

risks associated with the 
management of corporate 
health and safety 

5 5 25 
 

Health and Safety Policy; Corporate Safety Team; Health and Safety Board; Operational Risk Register; Health and 
Safety Team Audit work; Individual Policies; Training; Reporting; Annual report to Audit and Pensions Committee; 

Head of Corporate 
Safety 

3 4 12 
 

Keep risk 
under review 

11/01/2021 Open 
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6. END OF THE EU TRANSITION ISSUES, S.R.O. Director of Finance     25 

Ref 
No. 

Class Issue Level of 
concern 

Impact Score Controls Issue Primary 
Owner 

Concern 
level - 
treated 

Impact Score       

1 Economic/ 
Financial 

Lack of clarity on the WTO 
Tariff’s applied if we do not 
have a Trade deal agreed 
with the EU. This could be 
wide ranging, food 
supplies, fuel, construction 
materials etc and impact 
on a council’s ability to 
forecast inflation. 
Suppliers could try to pass 
on additional costs. 

5 5 25 
 

11 December 2020 Discussed at Finance DMT 
Issue brought to the attention of EP Officers for onward communication through to London Resilience. 
06 January 2021 Briefing provided at SLT Assurance. 

Director of Finance 3 4 12 
 

Keep issue 
under review.  
11 January 
2021* 
Immediate 
issue has 
diminished 
with the Trade 
Deal so 
likelihood 
reduced 
however 
medium term 
issues may 
exist as the 
detail of the 
deal is fully 
realised. 

11/01/2021 Closed 

2 Economic/ 
Financial 

Impact on unemployment; 
businesses already 
squeezed by pressures 
from the Covid Pandemic 
may not survive due to the 
significant barriers and 
additional bureaucracy of 
trading. 

5 5 25 
 

11 December 2020 Discussed at Finance DMT 
Issue brought to the attention of EP Officers for onward communication through to London Resilience. 
06 January 2021 Briefing provided at SLT Assurance. 

Director of Finance 4 4 16 
 

Keep issue 
under review 

11/01/2021 Open 

3 Legislative/ 
Regulatory 

Impact on in-flight 
procurement, delays as 
new markets are as yet 
unclear. 

5 5 25 
 

11 December 2020 Discussed at Finance DMT 
Issue brought to the attention of EP Officers for onward communication through to London Resilience. 
15 December 2020 Issue discussed at Contracts Assurance Board. Awaiting HM Government guidance on future plans 
for procurement after EU Transition. 
15 December 2020 The Cabinet Office has published a green paper consultation on a new procurement regime to 
replace the current system of regulations established under the UK’s membership of the European Union. 
HM Government Green Paper. The government proposes a single, uniform, set of rules for all contract awards, with 
sector-specific sections in areas such as defence or utilities. 
16 December 2020 Briefing to LBHF Contract Managers facilitated by Sharpe Pritchard. 
06 January 2021 Sharpe Pritchard briefing at Contracts Assurance Board. 
06 January 2021 Briefing provided at SLT Assurance. 

Director of 
Resources 

3 4 12 
 

Keep issue 
under review 

11/01/2021 Open 

4 Economic/ 
Financial 

Impact on the financial 
market; the value of the £ 
and Interest rates. 

5 5 25 
 

11 December 2020 Discussed at Finance DMT 
Issue brought to the attention of EP Officers for onward communication through to London Resilience. 
06 January 2021 Briefing provided at SLT Assurance. 

Director of Finance 3 4 12 
 

Keep issue 
under review 
11 January 
2021* 
Immediate 
issue has 
diminished 
with the Trade 
Deal so 
likelihood 
reduced 
however 
medium term 
issues may 
exist as the 
detail of the 
deal is fully 
realised. 

11/01/2021 Open 

5 Customer/ 
Client 

Impact on the supply of 
Covid-19 vaccines 

5 5 25 
 

Discussed at Technical Assurance Board - raised by the PMO Analyst 
Issue brought to the attention of EP Officers for onward communication through to London Resilience. 
06 January 2021 Briefing provided at SLT Assurance. 

Director of Public 
Health 

2 4 8 
 

Keep issue 
under review 
* noted that 
HM 
Government 
have publicly 
given 
assurance of 
no delays. 

11/01/2021 Open 

6 Customer/ 
Client 

Impact on the supply of 
Medical Equipment for 
Community Use. 

5 5 25 
 

Raised by the AD Social Care and Public Health Commissioning 
Issue brought to the attention of EP Officers for onward communication through to London Resilience. 
06 January 2021 Briefing provided at SLT Assurance. 

Strategic Director of 
Social Care 

2 4 8 
 

Keep issue 
under review 

22/12/2020 Open 
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Help 

Risk Description Describe your risk in a language that articulates clearly what could go wrong or what 
opportunity could be achieved.     

Inherent Risk First measure the risk as it stands, likelihood and impact, with no controls. This is known as 
the inherent risk.     

Residual Risk Then measure the risk once you have identified the controls currently in place. This is 
known as the residual risk.     

Existing 
Controls 

Not all risks can be managed, but those that can are managed using a variety of 
controls.        
The art of risk management is to apply controls that are effective and efficient in reducing 
the exposure.      

Risk Owner 
This should be the person best positioned to manage the identified risk           

Likelihood and 
Impact 

Based on a 1 to 5 scale with 1 Very Low and 5 Very High, the Score then is automatically calculated 

 Planned 
Controls 

Where the Residual Risk remains higher than desired you must consider and apply further 
controls to improve the risk     
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National policy and key developments timeline 
Since the last update to Audit and Pensions Committee, the government has taken several measures to respond to rapidly changing rates of infection 
across the country. This timeline does not detail every national development but covers some of the most significant. Full details of guidance and 
communications issued by the government can be found on the gov.uk website. 
 

 

Date  Area 

November 2020   The Department for Work and Pensions (DWP) COVID Winter Grant Funding was announced in 
November 2020 to support residents with food and utility bills between 1 December 2020 and 31 
March 2021. This funding is at least 80% ringfenced to support families with children with food and 
utility bills, with the remaining funding ring-fenced to support any households with other essential 
items. Local Authorities will administer the grant funding.   

  HM Government announces that relatives of people in care homes in England can visit if they 
receive a negative COVID-19 test. 

2 December   England's second lockdown ends. 

16 December  London, and parts of Essex and Hertfordshire, are placed into tier three of England's COVID tier 
system following an increase in case numbers in those areas. 

19 December  Plans for Christmas bubbles are scrapped completely in Tier 4, while in the rest of England and 
Wales Christmas bubbles are limited to meeting up on Christmas Day. 

 The Prime Minister announces that London, South East and East of England are to go into new 
Tier 4 restrictions from the following day. The rules are mostly the same as the national restrictions 
in November, with non-essential retail, hairdressers and gyms closing. 

28 December   Cabinet Office Minister Michael Gove says he is confident the staggered return of secondary 
schools can happen in January. 

31 December  The Education Secretary says he wants the delayed start of the next school term to be as "short 
as possible". 

 The NHS Nightingale London hospital is reactivated and placed on standby ready to receive 
patients.  

1 January 2021  HM Government announces that all primary schools in London will remain closed for the start of 
the winter term. 

4 January   The Prime Minister announces another lockdown for England, with rules similar to those in March 
2020. People are permitted to leave home only for essential reasons, which include work, daily 
exercise, essential shopping and medical treatment. Schools are closed from the following day, 
though vulnerable children and those of key workers may still attend, and pre-school remains 
open, while university students will not return to campus but instead have online tuition. End of 
year examinations are once again cancelled. Grassroots sport is suspended, but not elite sport. 

5 January  Cabinet Secretary Michael Gove confirms that GCSE and A-Level exams, which were scheduled 
for summer 2021, have been cancelled with grades once again based on teacher assessment. 
Vocational exams such as BTECs will still go ahead. 

6 January   MPs vote in favour of the latest lockdown measures for England. 

7 January  A change in government rules regarding who can attend school now permits children without 
laptops or room to study to attend. 

8 January   The Mayor of London, declares a "major incident" in London, stating COVID is "out of control". 

15 January  Proposals published jointly by the Department for Education and Ofqual suggest GCSE and A 
Level results could be published in early July in 2021 rather than August as in previous years. 

20 January   HM Government announces that the rollout of daily mass testing in secondary schools as an 
alternative to self-isolation will be paused because the benefits of it are unclear following the 
emergence of the new variant of COVID. 

21 January  The Home Secretary announces that fines of £800 for anyone attending a house party of more 
than 15 people will be introduced in England from the following week. 

  The Education Secretary says that schools will be given two weeks-notice before they return, but 
that he cannot say when this will be, though he hopes they will be open again before Easter. 

27 January   Home Secretary announces a managed isolation process, hotel quarantining, for those needing to 
return to the UK.  

 Travel is limited from HM Government red listed countries continuing to prevent the spread of the 
virus. 

 People wishing to travel declaration introduced and fines to be introduced if regulations are not 
followed. 

 Travel exemptions are to be reviewed. 

 Increased presence in ports and airports. 

1 February   The Health Secretary confirms testing for residents for the South African variant in some London 
postcode areas. 

22 February  HM Government announce a roadmap for ending coronavirus restrictions in England by June 21 
with 4 key Steps and timescales commencing with re-opening of schools 8 March; Outdoor 
gatherings and grassroot sports on 29 March; Non-essential shops on 12 April, Household mixing 
on 17 May and Social Contract by 21 June 2021. 
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London Borough of Hammersmith & Fulham 

 
Report to: Audit and Pensions Committee 
 
Date:   15/03/2021 
 
Subject:  Internal Audit Progress Report 
 
Report of:  David Hughes 
 
Responsible Director: Director of Audit, Fraud, Risk and Insurance 
 

 
Summary 
 
Understandably, the Covid-19 pandemic delayed the start of the 2020/21 Internal 
Audit work, which is in line with internal audit teams across all London Boroughs. 
Good progress is now being made in undertaking the audits contained in the revised 
Audit Plan. Two further audits have been finalised, ongoing testing of key financial 
controls has been conducted, (under the RFE action plan), and one draft report 
issued since the last report to the Committee.  No overall opinion is given at this time 
on the adequacy and effectiveness of the Council’s governance, risk management 
and controls. 
 
Recommendations 
 

1. For the Committee to note and comment on the report. 
 
 
Wards Affected: None 
 

 
H&F Values 
 
Please state how the subject of the report relates to our values – delete those values 
which are not appropriate  
 

Our Values Summary of how this report aligns to the H&F Priorities  

 Being 
ruthlessly 
financially 
efficient 

The work undertaken by Internal Audit helps to ensure that 
management have robust controls and practices in place to 
safeguard the Council’s assets, controlling expenditure and 
maximising potential income to protect and invest in essential 
frontline services which are in place to meet the Council’s priorities 

 
Contact Officer: 
 
Name:  David Hughes 
Position: Shared Services Director for Audit, Fraud, Risk and Insurance 
Telephone: 020 7361 2389 
Email:  David.HughesAudit@lbhf.gov.uk 
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Agenda Item 5



 

 
Background Papers Used in Preparing This Report 
 
None 
 

 
 

DETAILED ANALYSIS 
 
Internal Audit Work November 2020 to February 2021 
 

1. The Council’s internal audit service is provided by the Shared Services 
Internal Audit Team which is managed by the RBKC based Shared Services 
Director for Audit, Fraud, Risk and Insurance.  Audits are undertaken by the 
in-house audit team or through the external contractors to the service.  The 
Audit and Pensions Committee are provided with updates at each meeting on 
progress against the Annual Audit Plan and on any limited or no assurance 
audits issued in the period. 
 

2. The revised Audit Plan for 2020/21 was reviewed by the Audit and Pensions 
Committee in September 2020.  Where significant changes in the coverage of 
the plan occur, these will be reported to the Committee and a full record of 
changes during the year is also reported within the Head of Internal Audit’s 
Annual report.   
 

3. Since the last report to Members, two school audits have been completed, 
both of which received a Substantial Assurance opinion.  
 

4. In addition, an advisory review has been completed on the implementation of 
health and safety recommendations.  
 
Internal Audit Opinion 
 

5. As reported to the last meeting of the Committee, the Covid-19 pandemic has 
delayed the start of our work in 2020/21 and  no overall assurance opinion 
can be given at this stage, although the S151 Officer and the Committee can 
be assured that sufficient internal audit work is in progress to ensure an 
appropriate assurance opinion can be provided by the end of the financial 
year.   
 

6. In addition, the Director of Audit, Fraud, Risk and Insurance and his team are 
involved in supporting a number of elements of the Council’s ongoing Covid 
response which will help to obtain assurances to feed into the annual opinion.  
Appendix 1 shows the finalised audits as at the end of February 2021 and the 
status of the remaining planned audits is shown in Appendix 2. 
 
Ruthlessly Financially Efficient 
 

7. As part of the Council’s drive to be Ruthlessly Financially Efficient (RFE), an 
RFE Action Plan is being maintained and subject to periodic reviewed by SLT 
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and the Cabinet Member for Finance.  To provide assurance on the progress 
of actions within the Plan, Internal Audit have been asked to undertake a 
continuous programme of testing of key financial controls.  
 

8. Appendix 3 sets out the results of the RFE testing undertaken up to the end of 
December 2020.  Further testing is being undertaken in the final quarter of the 
year and outstanding responses from previous testing periods will also be 
progressed.  The overall outcome of the RFE testing will be taken into 
account in the annual assurance opinion.   
 
Follow Ups 
 

9. In the period up to the end of February 2021, 10 medium and five low priority 
recommendations, which were due to have been implemented, have been 
followed up by Internal Audit. 
 

10. Follow up confirmed that 14 recommendations had been fully implemented 
with one medium priority recommendation partially implemented with 
appropriate reasons given for the delay in implementation.   
 
Consultation 
 

11. The report has been subject to consultation with the Strategic Leadership 
Team.   
 
Legal Implications 
 

12. Regulation 3 of the Accounts and Audit Regulations 2015 sets out the 
Council’s responsibility for ensuring that it has a sound system of internal 
control which:  
 
a. facilitates the effective exercise of its functions and the achievement of 

its aims and objectives;  
b. ensures that the financial and operational management of the authority 

is effective; and,  
c. includes effective arrangements for the management of risk.  

 
13. Regulation 5 requires the Council to ensure that it undertakes an effective 

internal audit to evaluate the effectiveness of its risk management, control and 
governance processes, taking into account public sector internal auditing 
standards or guidance.  
 

14. There are no particular legal implications arising from this report. 
 
Implications verified by Janette Mullins Chief Solicitor (litigation), tel: 020 8753 
2744  
  
Financial Implications 
 

15. The Internal Audit Plan is delivered within the revenue budget for the service.  
Actions required as a result of audit work, and any associated costs, are the 
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responsibility of the service managers and directors responsible for the areas 
which are reviewed. 
 

16. The proposals contained in this paper have no additional resource 
implications for the audit service. 
 
Implications completed by Andre Mark, Finance Business Partner, 020 8753 
6729 and verified by Emily Hill, Director of Finance, 0208 753 3145. 
 
Risk Management 
 

17. The Internal Audit Plan is developed and delivered to cover the key risks 
faced by the Council, to provide assurance on the key controls in operation 
and the effective management of key risks.  
 
Implications verified by Michael Sloniowski, Risk Manager, telephone 020 
8753 2587 
  

List of Appendices: 
 
Appendix 1  Summary of Audit Reports finalised to end February 2021 
Appendix 2   Audit Plan 2020-21 - Status Report to end February 2021 
Appendix 3  RFE Testing to end of February 2021 
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APPENDIX 2 
Audit Plan 2020-21 – Finalised Audits to end February 2021 

 
 

Plan Area Auditable Area Issued Assurance 
level given 

No of High 
Priority Recs 

No of Med. 
Priority 

Recs 

No of Low 
Priority 

Recs 

Reported 
to 

Committee 

Cross cutting PPE – Review of Process 
(Covid Support) 

Jun-2020 Advisory n/a n/a n/a Dec 2020 

 RFE – Compliance Feb-2021 Advisory n/a n/a n/a Mar 2021 

Finance Pension Admin – Payments May-2020 Advisory 0 5 0 Dec 2020 

Resources - 
People & 
Talent 

Pension Admin – Support 
and Process (Advisory) 

n/a On-going n/a n/a n/a Dec 2020 

Economy Housing H&S – Water 
Hygiene & Legionella 

Oct-2020 Substantial 0 1 0 Dec 2020 

 Housing H&S – Asbestos 
(draft) 

Oct-2020 Satisfactory 0 2 0 Dec 2020 

Children’s 
Services – 
Schools 

St Stephen’s CE Primary Feb-2021 Substantial 0 1 2 Mar 2021 

 Woodlane High School Feb-2021 Substantial 0 0 3 Mar-2021 

Environment Implementation of Health & 
Safety Recommendations 

Dec-2020 Advisory 0 5 0 Mar-2021 
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APPENDIX 2 
Audit Plan 2020-21 – Status of Remaining Audits 

 

Plan Area Draft Report In Progress Defer/ Cancelled 

Cross cutting   RFE – Financial /HR Compliance (Q4) 

 DPO/ GDPR Support (Information Assets) 

 Procurement (governance) 

 Waivers 

 Contract Management 

 Business Continuity (to consider in 2021/22 as 
only recently entering information onto new 
system.) 

Finance   Treasury Management 

 Housing Rents 

 Income Compensation Scheme 

 Capital Programme (work to be planned in 
2021/22) 

Resources  Digital Services: 

 New Application Approval Process 

 Post-Implementation (Tech tonic) 

 Digital Services: Access & Asset Management 

 People & Talent: Sickness Absence  

(both to be undertaken in 2021/22) 

Children’s 
Services 

 

  Supporting People Claims (on-going) 

 Placements – Advisory 

 Use of Spot Contracts 

 Use of Procurement Cards & Cash 

 Movement of Sharepoint Data (SEN) – 
Advisory 

(to be reviewed in 2021/22) 

Schools  St Mary’s Primary 

 Queensmill School (f/up from previous 

review) 

 School Bursarial Service (VFM) 

 Recharging for SEN 

 Thematic Reviews (Health & Safety and IT 

Security/ GDPR) 

 Flora Gardens Primary 

 Avonmore Primary  

 (St John’s XXIII) Pope John Primary  

 Cambridge Special  

 

Social Care & 
Public Health 

 Mosaic Financial Controls  Supervision (compliance) 

 Risk Workshops (advisory) 

 Test & Trace & Community Testing Funding 
(assurance) 

 PFI Programme (VFM) (request to review in 
2021/22) 

 Risk Management Assurance (wait until 
completion of workshops) 
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APPENDIX 2 
Audit Plan 2020-21 – Status of Remaining Audits 

Plan Area Draft Report In Progress Defer/ Cancelled 

Economy   Corporate Health & Safety 

 Housing H&S – Electrical Compliance 

 Homelessness 

 Security – Resource Management 

 Service Charges 

 Workzone/ Local Business Support (re-
consider in 2021/22 due to Covid-19) 

 Geometra Data Quality (no longer required as 
covered in H&S reviews) 

 Housing Allocations (Scoped but to start late 
March so consider as 2021/22 audit) 

 DLO Communal & Programmed Remedial 
Works (now included in 2021/22 plan) 

 Property Management Systems Information 
(now included in 2021/22 plan) 

 Major Works, Lessee and Service Charges (to 
consider additional work following focused 
review in 2020/21)  

 Long Term Repairs Model – (to be replaced 
with a review of Housing Information 
Management System in 2021/22) 

Environment  FOI/ SARs, Complaints & Members 

Enquiries (part 1) 

 CCTV – Contract Management 

 Grounds Maintenance – Contract 

Management 

 Council Tax 

 NNDR 

 Housing Benefits Parking – PRP Scheme 

 Parks Police – Patrols, Planning & Monitoring 
(ceasing from Jan 2021 – no longer required) 
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APPENDIX 3 
Ruthlessly Financially Efficient 

SUMMARY OF FINDINGS TO DECEMBER 2020 

Key Control Objectives Process  Control 
Adeq- 
uacy  

Control 
Effect-

iveness  

Findings 

1. Expense Claims  

To ensure that supporting 
receipts are available for 
all expense claims. 

Up to £999 of expenses can be claimed by staff in a single expense 
claim.  Staff have to confirm that they have a receipt, but there is no 
facility for uploading receipts.  

From August 2019 IBC have undertaken monthly monitoring of a sample 
of expense claims and write to managers to confirm the validity of claims.  
A list of sampled claims where a response is not received from the 
manager is sent to Strategic Director of Finance and Governance for 
investigation and action.  

Green Green Monthly audits are completed by IBC.  This process is monitored by the 
Risk Manager and RFE Lead.  The Risk Manager and RFE Lead 
confirmed his last IBC expenses report in December 2020 indicated 
that: 

 Two expenses were outstanding for the period July 2020. The 
managers were new to the report and these were followed up.  

 One respondent indicated they had already responded to IBC  

 There were none outstanding from October or November and 
overall the levels of outstanding responses continue to be very low.  

2. Additional 
Allowances (Honoraria, 
Acting up etc.) 

To ensure that there is 
evidence of a supporting 
rationale for the payment. 

Managers can move staff to “act up” into a role or set up secondments.  
There is no workflow or system controls.  

The line manager adds the additional allowance to an employee’s pay 
through managers self-service on SAP. 

An honorarium or acting up payment will normally be paid for activities as 
outlined above which are required for between 4-26 weeks.  
Authorisation at Assistant Director/Director level is required. The 
agreement of the Director will be necessary for any honorarium or acting 
up payment that is intended to or is likely to exceed 26 weeks.  
An allowances report can be obtained from HR. Individual managers of 
selected staff should be contacted to ask for the information below: 

 The reason for the honoraria payment  

 Evidence of management authorisation 

 The start and end date of the payment 

 

 

Amber 

 

Amber 

 

Monthly Additional Allowances report generated by Corporate Finance 
identifies officers who have had additional payments and the amounts.  
However, this report does not identify what the additional allowance is 
for without accessing SAP to find details of this. We therefore 
contacted line-managers for a sample of ten staff members who 
received honorariums between April and December 2020, to confirm 
the following:  

 The reason for the honoraria payment  

 Evidence of management authorisation 

 The start and end date of the payment 

To date, responses have been received from eight line-managers.  
From these responses, one honorarium appeared to be an error, which 
the line manager is investigating, and further details are awaited.  For 
the remaining seven honoraria: 

 In all seven cases, a start date was in place; 

 In four cases, an end date was in place whilst in the remaining 
three cases an end date was not included; 

 In all seven cases, the honorarium was extended beyond the 26-
week period defined in the honorarium guidance. Discussions with 
line-managers established that an  extension form was not 
submitted,  instead the extensions were agreed by the Directors, 
Associate Directors and Head of Services. We were however not 
provided with evidence to support these assertions. 

Reasons for the honorarium varied, they included acting up to a more 
senior role, to assist with transitional and managements arrangements 
during a restructure, managing an additional team of front-line social 
workers and the requirement for further officers.  
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APPENDIX 3 
Ruthlessly Financially Efficient 

Key Control Objectives Process  Control 
Adeq- 
uacy  

Control 
Effect-

iveness  

Findings 

3. Promotions 

To ensure that there is a 
justification for the 
promotion. 

There are no real promotions.  Staff are either recruited to a post or are 
directly hired following internal process. 

Confirm with HR whether managers can move staff up the pay scale 
without authorisation. Is this monitored by budget monitoring reports. 

NA NA Initial discussions with HR confirmed that there would not be any 
promotions and therefore this test can be removed.  

4. Overtime 

To ensure that overtime 
payments can be 
supported by evidence of 
working additional hours. 

Overtime rates are dependent upon the scale of the officer. Officer inputs 
overtime on system and this gets work flowed to manager for approval. 

Overtime payments can only be made once an employee has worked in 
excess of a 36 hours week and for hours which are outside of the 
standard hours of business i.e. 7.30 a.m. to 7.30 p.m. Overtime working 
should occur if it is necessary to maintain essential service provision, and 
the taking of flexi leave and time off in lieu is not conducive to the smooth 

running of the service, then overtime payments can be considered.   

Employees graded above PO10 are not eligible to claim overtime. 

Employees who have contractual overtime included in their contract of 
employment do not need to submit claims for these hours.  However, 
overtime worked in excess of contractual overtime hours must be 
claimed e.g. if an employee works 42 hours in a week and is required to 
work 4 hours contractual overtime, only an additional 2 hours overtime 
must be claimed.  

Overtime claims are submitted to line managers for approval.  

Green 

 

Amber 

 

For a sample ten overtime claims between October and December 
2020 in nine cases evidence has been provided confirming they had 
been authorised by the appropriate line manager.  The exception will 
be reported to the service.  All claims were for officers under grade 
PO10.  

The reasons for the overtime claims varied however, included 
undertaking case reviews and well-being calls to customers in light of 
the pandemic, managing the mailbox for Adult Social Care to monitor 
urgent referrals to ensure the management of risk during the pandemic. 
Other reasons included weekend cover for the Registrar’s office 
opening times as well as emergency cover for absent security officers, 
to undertake server migration testing of NNDR Academy database, 
regular overtime due to the impact of the pandemic and to assist with a 
backlog of penalty charges.  

5. Journals 

To ensure that evidence 
is available to support the 
journal. 

Journals are posted and approved by two different officers. SAP does not 
have a workflow for the approval of journals and therefore the approval 
process is logged on a journal and accrual log. All journals and accruals 
are logged via a link on SharePoint. 

A new journal request is created on SharePoint and approved by the line 
manager or Principal Accountant level or above. Working papers are 
attached to the journal request on SharePoint. 

 

 

Green 

 

Green 

 

For a sample of twenty-five journals from April to December 2020, we 
were able to confirm all were posted and approved by two different 
officers and all were logged via SharePoint.  All had evidence attached 
to support the journal (working papers). 
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APPENDIX 3 
Ruthlessly Financially Efficient 

Key Control Objectives Process  Control 
Adeq- 
uacy  

Control 
Effect-

iveness  

Findings 

6. Changes to Supplier 
Details 

To ensure that there is 
evidence to support the 
change to supplier 
details. 

Suppliers are responsible for ensuring that their own details are accurate 
and up-to-date via self-service.  As part of being set up as a supplier, 
suppliers are required to register for self-service and provide their email 
address and mobile number in order to confirm that their details have 
been set up correctly.  

With regards to changes to supplier’s bank details, IBC make changes to 
bank details based on a report received from the bank (AWACS report – 
Advice of Wrong Account for Credits Service). IBC do not obtain any 
further confirmation from the supplier prior to making the change as the 
change is on the basis of the AWACS report from the bank and this is 
taken as authorisation to manually update the bank details.  A copy of 
the AWACS report is attached to the supplier record in SAP and the 
supplier is notified through supplier self-service that bank details have 
been changed. 

N/A N/A Performed as part of the ISAE 3402 audit undertaken by Hampshire 
County Council. 

7. Non-order invoices 

To ensure that: 

(a) The volume of non-
order invoices is 
monitored; 

(b) The payment has 
been created by an 
approved officer; 
 

(c) The order could not 
have been raised in 
advance. 

Ibex allows a list of approved officers to make one-off payments to 
customers/suppliers for items such as refund of permits, compensation 
payments. To be granted access, an Ibex New User Form must be 
completed. 

Non-order invoices are monitored by Finance Systems Team. If there are 
errors, the team will reject the payment and send an email with the 
reasons why. 

Request IBEX report from Finance. For the selected sample request 
evidence, who it was raised by, who it was approved by and whether it 
was raised by an IBEX authorised user.  

If a request for non-order invoices is input to Ibex it sits with the service 
area and is also approved by the finance team. The finance team check 
what the non-order invoices are being completed for and only approved 
staff have access to Ibex which is requested by their managers. Any Ibex 
payments that are over a £25k value must be backup by an email so they 
can double check the details, approvals and values.  

Green 

 

Green 

 

For a sample of twenty non-order transactions made from April to 
December 2020, in all cases we were able to confirm that the payment 
had been certified by an authorised user and that an order could not 
have been raised in advance.  

Four of the ten payments sampled between October and December 
2020 were above 25K and were all backed up by an email to confirm 
the details and approvals.  

8. Emergency/Faster 
Payments 

To ensure that 
emergency/fast payment 
could not have been paid 
earlier through the normal 
method. 

A manual form is completed and authorised by a manager in accordance 
with the Scheme of Delegation before being sent to Corporate Finance 
for processing. The request is reviewed by Corporate Finance to ensure 
that it is valid and accurate prior to the payment being made via 
Bankline. 

For the selected sample, confirm whether a request form was provided, 
whether it was authorised and by who, whether the system amount 
matches the form amount and who it was processed by.  

Green 

 

Green 

 

For a sample of twenty-five emergency/faster payments made from 
April to December 2020, in all cases the request form was completed 
and appropriately authorised and confirmation provided that the 
payments could not have been made earlier through the standard 
payment method.   

9. Petty Cash There are 5 departments/services that currently use petty cash – Young Green Amber ALSS –We confirmed monthly reconciliations have been undertaken in 
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APPENDIX 3 
Ruthlessly Financially Efficient 

Key Control Objectives Process  Control 
Adeq- 
uacy  

Control 
Effect-

iveness  

Findings 

Reconcilations 

To ensure that petty cash 
accounts are regularly 
reconciled.  

To reconfirm the petty 
cash in hand balances. 

People Service (Cobbs Hall); Community Needs Barclay (Sawley Road); 
Environment department; Coroners and ALSS department.   

Petty cash accounts should be reconciled on a monthly basis. 

 

 

  the period and no issues were identified in the reconciliations reviewed 
(01/10/2020 and 18/12/2020). 

Environment –We confirmed no reconciliations had been undertaken in 
the period April to December 2020 as no one is in the office.  We were 
asked to note that the cash has not been physically counted but 
remains the same for both accounts as there has been no activity 
through the year.  

Coroners –We confirmed reconciliations had taken place for the period 
April to December 2020 and no issues were noted. 

145 King Street & Sawley Road – No response received.   

10. Petty Cash 
Transactions 

To ensure that receipts 
are available to support 
the petty cash 
expenditure. 

Receipts are kept by the individual departments/services. 

 

Request petty cash transactions for each department and test to confirm 
that receipts are available.  

Green 

 

Amber 

 

ALSS – There were only two transactions between April and 
September 2020 with adequate details contained within the 
reconciliation spreadsheet.   

There were two further transactions in the period 01/10/2020 to 
31/12/2020.  We are waiting for evidence of receipts to support these 
two transactions.  

Environment – There were no transactions in the period April to 
December 2020.  

Coroners – For a sample of 10 petty cash transactions between April 
and December 2020 we were able to confirm the amount reimbursed to 
jurors by cheque matched the supporting expense claim and invoice.  

145 King Street & Sawley Road – No response received.  

11. Credit Notes 

To ensure that evidence 
is available to support the 
credit. 

Requests for credit notes are only processed where there is evidence of 
credit due and the request has been approved. 

Green 

 

Green 

 

For a sample of twenty-five credit notes raised from April to December 
2020, we confirmed in all cases evidence was available to support the 
credit and they were all approved.  Credit notes were required due to 
invoices being raised in error or additional payment made by the 
supplier. 

12. Refunds 

To ensure that evidence 
is available to support the 
refund. 

A spreadsheet is completed by Service Areas with details of the refund 
together with bank details and the reason for the refund.  Refund 
requests are authorised by a manager in accordance with the Scheme of 
Delegation before being sent to Corporate Finance for submitting to 
credit control in Hampshire for processing the refund. Once the refund 
has been processed, Hampshire will send a confirmation email to 
Corporate Finance. 

Green 

 

Green 

 

For a sample of twenty refunds processed from April to December 
2020, in all cases we confirmed that the refund requests had been 
appropriately authorised and that there was sufficient evidence to 
support the refund. The authorised amounts matched the refund 
amount in all cases.  

13. Straight to Offer Get Ahead Scheme is an internal process to promote and develop staff. 
Managers can direct hire on system provided there is a position within 

  Information is awaited to enable the testing to be undertaken. 
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APPENDIX 3 
Ruthlessly Financially Efficient 

Key Control Objectives Process  Control 
Adeq- 
uacy  

Control 
Effect-

iveness  

Findings 

To ensure that for 
appointments that went 
“straight to offer” that this 
was appropriate. 

their responsibility.  No approval is required. 

14. Start Dates 

To ensure that the start 
date has been input 
correctly. 

Hire form is in place for each new starter which is pre-populated from 
IBC.  This form details the start date amongst other details.   

N/A N/A Performed as part of the ISAE 3402 audit undertaken by Hampshire 
County Council. 

15. Leaving Dates 

To ensure that the leave 
date has been input 
correctly. 

For retirement/redundancy/dismissal, an e-form is completed by HR 
which will include the leave date. For all other leavers, the leave date is 
input onto the system by managers via self-service.  A new process will 
be introduced in September 2019 whereby managers will be producing a 
leavers letter which will confirm the leave date.  

The manager should upload the letter on to the IBC EPF file (Electronic 
Personal file) for their team member at the time of receipt.  Once the 
person has left the Council, the team member’s details are no longer 
accessible to the manager to review.    

A leavers report can be requested from HR. We are clarifying whether 
HR are able to access the letters from their system or if a request for this 
information needs to be made to the IBC.  

  Information is awaited to enable the testing to be undertaken. 
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London Borough of Hammersmith & Fulham 

 
Report to: Audit and Pensions Committee 
 
Date:   15/03/2021 
 
Subject:  Internal Audit Plan 2021/22 
 
Report of:  David Hughes 
 
Responsible Director: Director of Audit, Fraud, Risk and Insurance 
 

 
Summary 
 

The Strategic Audit Plan has been reviewed to document significant, persistent risks 
that the Council faces and the business areas to be covered over a five-year period.  
The Strategic Plan will support the annual planning process and ensure that internal 
audit continues to provide assurance over the breadth of the Council’s operations.  
The Plan has been prepared following consultation with Directors and takes into 
account the Council’s corporate risks and priorities.  Planned work will also continue 
to seek assurance on the Council’s Covid response and recovery work. 

To ensure that the Annual Audit Plan is more responsive to changing risks and 
challenges, it has been developed as a ‘3 plus 9-month’ plan.  This approach allows 
for the first three months to be identified in detail with the remaining nine months 
being more flexible to suit the needs of the Council at the time.  This also reflects the 
fact that the Council will continue to be focussed on its response and recovery work 
in respect of the Covid-19 pandemic.  The Plan will be reviewed and updated 
following discussions with Directors, taking into account changing risks and priorities.  
The revised Plan will be reported to the Committee on a quarterly basis. 
 
Recommendations 
 

1. The Committee review the draft Strategic Audit Plan, as set out in Appendix 1, 
and consider whether it covers the persistent risks that the Council faces and 
outlines the business areas or themes that need to be considered as part of a 
five-year plan. 

2. The Committee review the draft of the Annual Audit Plan, as set out in 
Appendix 2, and comment on the audit work due to undertaken in the first 
quarter of 2021/22 and identify any specific audits to be considered during the 
coming year. 

 
Wards Affected: None 
 

 
H&F Values 
 
Please state how the subject of the report relates to our values – delete those values 
which are not appropriate  
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Our Values Summary of how this report aligns to the H&F Priorities  

 Being 
ruthlessly 
financially 
efficient 

The work undertaken by Internal Audit helps to ensure that 
management have robust controls and practices in place to 
safeguard the Council’s assets, controlling expenditure and 
maximising potential income to protect and invest in essential 
frontline services which are in place to meet the Council’s priorities 

 
Contact Officer: 
 

Name:  David Hughes 
Position: Shared Services Director for Audit, Fraud, Risk and Insurance 
Telephone: 020 7361 2389 
Email:  David.HughesAudit@lbhf.gov.uk 
 

 
Background Papers Used in Preparing This Report 
 
None 
 

 
 

DETAILED ANALYSIS 
 

1. The Council’s internal audit service is provided by the Shared Services 
Internal Audit Team which is managed by the RBKC based Shared Services 
Director for Audit, Fraud, Risk and Insurance.  Audits are undertaken by the 
in-house audit team or through the external contractors to the service, in 
accordance with the Internal Audit Charter.  The Audit and Pensions 
Committee are provided with updates at each meeting on progress against 
the Annual Audit Plan and on any limited or no assurance audits issued in the 
period. 
 

2. A primary role of internal audit is to provide assurance that the Council has 
robust systems of governance and control in place to achieve its priorities and 
meet its statutory responsibilities.  The Council’s internal and external 
environment continues to evolve and the way in which the Internal Audit 
Service is delivered must change to keep pace with this.  The traditional audit 
approach of planning a full year of audits in advance has become unsuitable 
as the original plan fails to keep pace with the organisation’s needs. 
 

3. As a result, we are implementing the following changes to the way in which 
we deliver the Internal Audit Service: 

 

 A Strategic Audit Plan is being developed which documents the 
significant, persistent risks that the Council faces and outlines, in broad 
terms, themes to be covered over a five-year period.  This will help to 
ensure that internal audit does not become a purely reactive function.  A 
draft Strategic Audit Plan is attached as Appendix 1; 
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 We will work with a ‘3 plus 9’ Annual Audit Plan – planning out the next 
three months in detail, meeting on a quarterly basis with directors to take 
into account key risks and priorities, whilst keeping the remaining nine 
months more flexible.  The Plan will then be revisited each quarter to 
confirm the following quarter’s work and will include sufficient audit 
coverage to enable an overall annual opinion to be reached on the 
Council’s control framework; 
 

 New reporting formats will be developed which are more appropriate to 
the work being undertaken, such as succinct reports for short/focused 
reviews; 
 

 Exploring opportunities for faster paced audit work, through more focused 
coverage or less formal reporting, where the traditional approach would 
not provide assurance as quickly as needed; and, 
 

 We will seek to increase attendance on ‘working groups’ to provide advice 
and constructive challenge where real time input to projects and initiatives 
can add value. 
 

4. The draft ‘3 plus 9’ Internal Audit Plan for 2021/22 is attached as Appendix 2 
to this report.  It should be noted that this Plan is an early draft, based on 
discussions with directors, and is intended to focus on the work planned in the 
first quarter of 2021/22.  Some changes may be required once all of the audit 
planning meetings have been held and these will be reported to the 
Committee through the regular Internal Audit Update reports. 

 
Consultation 

 
5. For the new approach to be successful, the Internal Audit Service require 

ongoing engagement with Departments throughout the year to identify and 
scope audits and more frequent discussions regarding emerging and 
changing risks and priorities.  We have already undertaken a number of 
planning meetings with the Council’s Management Teams and the Strategic 
Leadership Team who are supportive of the changes in the way we will deliver 
our work.  
 
Legal Implications 
 

6. Regulation 3 of the Accounts and Audit Regulations 2015 sets out the 
Council’s responsibility for ensuring that it has a sound system of internal 
control which:  
 
a. facilitates the effective exercise of its functions and the achievement of its 

aims and objectives;  
b. ensures that the financial and operational management of the authority is 

effective; and,  
c. includes effective arrangements for the management of risk.  
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7. Regulation 5 requires the Council to ensure that it undertakes an effective 
internal audit to evaluate the effectiveness of its risk management, control and 
governance processes, taking into account public sector internal auditing 
standards or guidance.  
 

8. There are no particular legal implications arising from this report. 
 
Implications verified by Janette Mullins Chief Solicitor (litigation), tel: 020 8753 
2744 
   
Financial Implications 
 

9. The Internal Audit Plan is delivered within the revenue budget for the service.  
Actions required as a result of audit work, and any associated costs, are the 
responsibility of the service managers and directors responsible for the areas 
which are reviewed. 
 

10. The proposals contained in this paper have no additional resource 
implications for the audit service. 
 
Implications completed by Andre Mark, Finance Business Partner, 020 8753 
6729 and verified by Emily Hill, Director of Finance, 0208 753 3145. 
 
Risk Management 
 

11. The Internal Audit Plan is developed and delivered to cover the key risks 
faced by the Council, to provide assurance on the key controls in operation 
and the effective management of key risks. The audit of services is a crucial 
component of the Council’s approach to Being Ruthlessly Financially Efficient. 
A plan contributes considerably to the ongoing mitigation and management of 
financial and significant standing service risks as required by the Account and 
Audit Regulations and as outlined in Appendix 1 of the report. 
 
Implications verified by Michael Sloniowski, Risk Manager, telephone 020 
8753 2587  
 

 
List of Appendices: 
 
Appendix 1  Draft Strategic Internal Audit Plan 
Appendix 2  Draft Internal Audit Plan 2021-22 
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APPENDIX 1 

Draft Strategic Internal Audit Plan 

The Strategic Audit Plan sets out the medium-term direction of the Internal Audit service.  This five-year plan outlines the priorities of the service 
and how Internal Audit can continue to provide an adequate level of assurance whilst taking account resource limitations and the changing risk 
landscape.  

The Strategic Plan is supported by the Audit Charter, which sets out the roles and responsibilities of Internal Audit, and the Annual Audit Plan 
which outlines the internal audit work which will be undertaken each year. 

All Local Authorities have faced significant financial reductions in recent years and increasing demand for services. All Council services have 
seen a reduction in the resource available to them and this in turn has an impact on the control environment. In addition, local authorities are 
taking more risks as they explore innovative solutions in order to bridge the funding gap and transform the organisation. It is important that the 
Internal Audit service continues to evolve to ensure that it remains an effective assurance provider. 

This Strategic Audit Plan has been prepared to document significant, persistent risks that the Council faces and outlines, in broad terms, themes 
to be covered.  The intention of the five-year period of this plan is to ensure that, in becoming more agile, internal audit does not become a purely 
reactive function and continues to provide assurance over the entire breadth of the Council’s operations.  

The Strategic Audit Plan will be aligned where possible to the Council’s priorities and risks.   

Area of Review Significant Persistent Risks Five-year Approach 

Corporate Resources  
Back office and support functions 
including Finance, HR, Pension 
Fund, business continuity, risk 
management, health and safety 
and procurement 
 

 Internal and external fraud 

 Poor Financial management 

 Risks to staff safety and welfare 

 Value for money not achieved in commissioning, 
procurement and contract management 

 Failure to provide robust and compliant pensions 
administration service 

 Council/Pension Fund funds not invested 
effectively 

 Staff do not have the skills, resources or support to 
discharge their roles effectively 

 Council unable to cope with business disruption or 
emergencies. 

At least one full audit of each key financial system 
and ongoing testing of key controls every year. 

Cyclical Coverage of Revenues and Benefits over a 
three-year period. 

At least one full audit on Pension Fund activity every 
year, 

At least one audit of each key HR Function 
Work on other functions, themes or departments 
based on conversations with management, 
assessment of risk and other sources of assurance. 

Annual coverage of management of individual 
procurements and contracts based on review of 
forward plans, perceived risk, significance and 
discussions with management. 
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Draft Strategic Internal Audit Plan 

Area of Review Significant Persistent Risks Five-year Approach 

Governance, Partnerships and 
Transformation  
Council governance functions, 
key strategic partnerships, 
commercial ventures and 
transformation programmes and 
projects. 

 Governance failures, bringing the Council into 
disrepute or leading to the aims and objectives of 
the Council not being achieved. 

 Programmes and projects are not managed 
effectively within the required budget and 
timescales, delivering all expected benefits. 

 Ill-advised strategic partnerships or ventures 
entered into or poor governance arrangements 
lead to objectives not being achieved. 

 Information requests (such as SARs and FOIs) are 
not responded to promptly and appropriately. 

 Statutory functions such as Registrars and 
Electoral Services are not discharged effectively 

 Commercial property portfolio is not managed 
effectively. 

At least one full audit of SARS, FOIs, Members 
Enquiries and Complaints. 

Annual coverage of Health and Safety based on 
discussions with management and understanding of 
risk areas. 

At least one audit of Gifts, Hospitality and 
Declarations of Interest. 

At least one audit of the Registrars Service. 

Annual audits of specific areas of governance based 
on discussions with management and understanding 
of risk. 

Coverage of each significant Partnership, Joint 
Venture, Council Owned Company or Commercial 
Venture. 

Annual Coverage of Risk Management at either a 
corporate, thematic or departmental level. 

Information Management & 
Technology (Digital Services) 

Management of data, compliance 
with the Data Protection Act 
/GDPR.   

Information technology including 
cyber security, asset 
management and disaster 
recovery. 

 Loss of information, data breaches or 
inappropriate disclosure. 

 Loss of access/information due to systems failure 
or cyber-attack. 

 Breach of access controls. 

 Data security breach. 

 Cyber Security Attack. 

 Loss of systems or data or delayed recovery in the 
event of system failure. 

 Loss, theft or misuse of IT assets. 

Periodic IT audit needs assessment and frequent 
discussions with management to understand risk 
areas. 

Audit coverage based on periodic IT audit needs 
assessment, horizon scanning and frequent 
discussions with management to understand of risk 
areas. 

At least one full audit of IT Strategy, Cyber Security, 
Asset Management, Disaster Recovery, Network 
Security, Cloud Computing, Mobile Device 
Management, PCI Compliance. 

Annual reviews of Information Governance and Data 
Protection 

At least three software application reviews. 
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Area of Review Significant Persistent Risks Five-year Approach 

Housing 
Housing Services provided to 
Council Tenants, Leaseholders 
and those at risk of 
homelessness. 
 

 Properties are either acquired or disposed of that 
are not in line with the Council’s strategy or value 
for money is not achieved. 

 Rent payments and service charges are not 
recovered promptly and completely 

 Council housing is acquired through fraud or is 
used inappropriately 

 Housing stock is not maintained in a satisfactory 
condition leading to health and safety hazards and 
increased reactive maintenance. 

 Risks to the health and safety of residents are not 
identified and addressed promptly. 

 Leaseholders and not consulted and correctly 
charged for any works affecting their property. 

 Homeless and those at risk of becoming homeless 
in the borough do not receive the support they 
require. 

At least one full audit of key Housing functions such 
as Rents, Homelessness, Housing Allocations, 
Temporary Accommodation, Tenancy Management, 
Leaseholder Services. 

More frequent coverage of both responsive repairs 
and planned repairs and maintenance. 

Annual coverage of building Health and Safety 
compliance. 

Children Services 

Provision of services for children 
and families including looked 
after children, family support, 
schools and SEND. 

 Failure in service continuity, safeguarding 
arrangements, financial management and 
governance; 

 Increased demands for services with reduced 
funding. 

 funding. 

 Placements or support provided are inadequate or 
unstainable for a child / family’s needs. 

 Value for money not achieved in providing support. 

 Failure to adequately safeguard children. 

 Increased demands for services coupled with 
reduced funding. 

 

On-going in-year assurance on funding claims for 
Supporting People. 

Cyclical full review of specific areas such as 
placements, direct payments, looked after children 
based on discussions with management and 
understanding of risk. 

Each school reviewed at least once (with more 
frequent review where required). 

At least one full audit of key functions such as Direct 
Payments, Looked After Children, Adoption and 
Fostering, Placements, Transitions, Safeguarding, 
Transport, Schools, Early Years, Early Help / 
Prevention. 

Assessments and Support Plans, SEND, Looked 
After Children and Placements covered more 
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Area of Review Significant Persistent Risks Five-year Approach 

frequently based on discussions with management 
and alternative sources of assurance. 

Every maintained school covered at least once. 
More frequent reviews based on previous audit 
results and known issues. School visits 
supplemented by at least one thematic audit per 
year. 

Adult Social Care 

Services provided to adults 
including day care, home care, 
direct payments and reablement. 

 Increased demands for services with reduced 
funding. 

 Lack of suitable provision. 

 Weak supplier financial resilience. 

 Placements or support provided are inadequate or 
unstainable 

 Value for money not achieved in providing support 

 Failure to adequately safeguard vulnerable adults 

 Financial management and governance 

 Preventative activity does not successfully reduce 
the burden on care services. 

 Joint working between the Council and health 
service is ineffective. 

 Increased demand for services coupled with 
reduced funding and a challenging care market. 

Cyclical review of specific areas such as direct 
payments, home care, day centres, client affairs, 
charges and debt management, partnership 
agreements based on discussions with management 
and understanding of risk. 

At least one full audit of key functions such as 
Placements, Direct Payments, Safeguarding, Client 
Affairs, Reablement and Preventions, Day Care 
Provision and Home Care Provision. 

Financial Assessments, Care Assessments and 
Support Planning, Joint Working with Health and 
Mental Health covered more frequently based on 
discussions with management and alternative 
sources of assurance. 

Majority of care establishments covered at least 
once. More frequent reviews based on previous 
audit results and known issues. 

Public Health 

Services provided to support the 
public health of the community 
including the response to the 
Covid-19 and other pandemics. 

 Access to appropriate affordable resources to 
support improvement to public health priorities; 

 Changing public health priorities and capacity for 
delivery (as exemplified by Covid-19 pandemic). 

 Public Health activity does address root causes of 
health and wellbeing issues or inequalities within 
the borough. 

At least one procurement and one contract 
monitoring review across 2 to 3-year period. 

Targeted reviews in specific areas based on 
discussions with management and understanding of 
risk. 

At least one full audit of Directly Delivered Public 
Health Functions and Public Health Funding. 
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Area of Review Significant Persistent Risks Five-year Approach 

 Value for money not achieved in commissioning, 
procurement and contract management. 

 Funding provided to organisations and other 
Council departments does not achieve Public 
Health objectives. 

More frequent coverage of Commissioning, Joint 
Strategic Needs Assessments and Joint Health and 
Wellbeing Strategies. 

Annual consideration of use of PH Funding. 

Environment, Infrastructure 
and Community Services 

Management of highways 
infrastructure and services 
provided for residents, 
businesses and visitors. 

Includes Planning & building 
control, parking, highways, public 
realm, environmental health, 
trading standards, community 
safety, leisure, culture and 
amenity services. 

 Statutory and regulatory functions not discharged 
effectively; 

 Weak supplier resilience / lack of provision; 

 Poor value for money/ ineffective service delivery/ 
failure to deliver outcomes for the community; 

 Injury to health /wellbeing to the community, 
businesses and visitors.  

 Statutory and regulatory functions are not 
discharged. 

 Development in the borough is not effectively 
managed through planning and building control 
and section `06 agreements and the CIL. 

 Injury to health /wellbeing to the community, 
businesses and visitors. 

 Parks, footways and highways not kept in good 
state of repair. 

 Safety of communities within the borough 
deteriorate. 

 Action taken to address climate and ecological 
emergency (such as recycling and energy 
efficiency) is ineffective. 

 Value for money not achieved in 
commissioning, procurement and contract 
management. 

At least one procurement and one contract 
monitoring review across 2 to 3-year period. 

Cyclical review across the service areas based on 
discussions with management and understanding of 
risk. 
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Council Risks  

At the time of preparing the Audit Plan the Council’s Risk Register identifies key risks in the following areas:  

Number Risk  
1 Covid-19 – including response, restart and recovery. 

2 Corporate Continuity Risks – including: 
- IT network infrastructure, cyber-attack and systems loss.  
- Failure of a strategic partnership. 

 
3 Community Risks – including: 

- Workforce (Covid-19 and Brexit) 
- Terrorism and fire 
- Climate change 
- Loss of a significant supplier, utility, building or workplace. 
- Successful elections. 

 

4 Partnering Risks – including: 
- Pensions Administration, IBC, Pan-London mortuary arrangements, Family Services Provision 
- Agency provision 
- Shared services. 

 
5 Corporate Health & Safety – management of corporate health and safety 

 
6 End of EU Transition Period – including impact on: 

- Food supplies, fuel, construction materials, medical equipment and Covid-19 vaccines 
- Unemployment 
- Financial market 
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Appendix 2 

Draft Annual Plan 2021/22 

The Annual Internal Audit Plan for 2021/22 is presented in two parts: the three months of the year where we have identified a 
number of audits to be undertaken; and the remaining nine months where planning is more flexible. 

To achieve this, we have increased our engagement with Management Teams to: 

 Become more involved in risk discussions throughout the year, to better understand the risk environment and alternative 
sources of assurance available; 

 Firm up the scope and timing of the following quarter’s audit work; and 

 Identify other areas for internal audit involvement not yet considered in the Annual Audit Plan. 

Where possible the Plan is aligned to the Council’s risks and identified audits will be prioritised.  However, it should be noted 
that the Council’s risks and priorities change during the year and the Plan will be updated as appropriate.  The Plan will be 
presented to the Strategic Leadership Team and the Audit and Pensions Committee at the start of the financial year and will 
then be presented every quarter.  The delivery of the Plan helps to create a culture of accountability, ensures that risk 
management processes are embedded and contributes to the Council’s governance framework. 

In addition, areas of fraud risk are evaluated by the Corporate Anti-Fraud Service (CAFS) and this information will be used to 
inform and focus some of the audit work planned, as well as identifying areas where pro-active exercises and data analytics can 
provide additional assurance that fraud risks are effectively managed. 

Corporate Anti-Fraud Service (CAFS) – Quarter 1 2021/22 

The work undertaken by the Corporate Anti-Fraud Service (CAFS) complements the work of Internal Audit and provides 
additional assurance to the Council that fraud risks are being managed effectively.  The majority of CAFS quarter one 2021/22 
activities will focus on the National Fraud Initiative (NFI).  The NFI is a biennial, mandatory, data matching exercise which all UK 
local authorities must participate in. The aim of the exercise is to identify possible cases of fraud, error and overpayments within 
public bodies, e.g. local authorities, central government, the NHS.  

The last exercise generated over 9,000 matches and similar numbers are again expected this year. The matches only indicate 
inconsistencies that require examination and there is no presumption that any errors, fraud or overpayment have occurred until 
the investigations have been completed. There is no requirement for all matches to be investigated but to assist with the 
prioritisation of investigation, matches were categorised high, medium or low risk. 

During the last exercise, investigation work cleared 803 matches including all high-risk referrals. The work identified 60 
instances of fraud with a notional value of £91,000 and 35 cases of customer error amounting to £133,176 overpaid benefit. 

As equally important as finding fraud and error, is the assurance the NFI gives in the areas covered by the exercise, where 
large numbers of matches are reviewed without significant problems. We also benefit from the deterrent effect the NFI creates.  
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Draft Internal Audit Plan – Quarter 1 2021/22 
 

Department Review Potential Coverage Risk* 

Cross-Cutting Debt Management Debt management process, including prompt invoicing, 
treatment of VAT, signposting support and impact of Covid-
19 on effectiveness of debt recovery process  

1, 3 

Cross-Cutting Key Financial /HR Controls Annual programme of testing.  To be refreshed for 2021/22 
and to include post and employee set up and monitoring. 

n/a 

Social Care PFI Programme - VFM Service request deferral from 2020/21.   3 

Social Care – Public 
Health 

Covid-19 Support Where assurance or advice is required.  Already covering 
Covid-19 related grants (see Finance). 

3 

Children’s Services Family Support Working 
Group 

Commenced in 2020/21 will continue into 2021/22. 3 

Children’s Services Supporting People Claims Ongoing.  Review and approval of claims for Supporting 
People funding. 

3 

Children’s Services 
- Schools 

Schools to be confirmed Financial control and governance review. 3 

Economy Property Management 
System (Techforge) 

Data on the Techforge system is complete, accurate, valid 
and properly recorded in the underlying accounts.  

2, 3 

Economy Integrated Housing 
Management System (IHMS) 

Application of lessons learned from Long Term Repairs 
Programme. 

2, 3 

Economy DLO Communal & 
Programmed Remedial 
Works 

planned for 2020/21 but requested deferral until in-service 
deep dive complete and Head of Service in place.   

3 

Economy Housing Allocations Review Decants process.  Planned for 2020/21 but to be 
moved into 2021/22 due to other priorities. 

3 

Environment Leisure Centres Provider received a repayable grant due to Covid-19 
restrictions.   

1, 3 

Finance Covid-19 - Grants Review and sign off on grants and funding provided in 
respect of Covid-19 (work commenced in 2020/21). 

1, 3 

Resources – People 
& Talent 

Sickness Absence Deferred from 2020/21 due to service pressures.  To 
consider reporting sickness and accuracy of recorded data. 

5 

Resources – People 
& Talent 

Overtime Advisory review with assurance review to be identified later 
in the year. 

n/a 

Resources  Employment Tribunals Time, cost and outcomes from tribunals. n/a 
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Department Review Potential Coverage Risk* 

Resources   Agency Spend Review of spend and potential to reduce further  2, 3, 4 

Resources  Accessibility Requirements Non-compliant websites identified from external review and 
others have not yet been audited. 

2, 3  

Resources – Digital Ransomware High profile issues at other local authorities.  Scope to be 
discussed with service. 

2 

Resources – Digital Remote Working Resilience Potential cover includes Contact Centre in respect of repairs. 1, 2 

Resources – Digital Service Continuity Plans Potential attendance at SRG to assist with a workshop. 2, 6 
*The types of risk identified in the Council’s Risk Register are detailed at the end of Appendix 1 (Strategic Internal Audit Plan).  These will be reviewed 
and updated during the year as appropriate. 
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Draft Internal Audit Plan – Quarter 2 to 4 2021/22 
 

Department Review Potential Coverage Risk* 

Cross-Cutting Governance & 
Compliance 

Compliance with expected standards: 

 Declarations of interest 

 Gifts and hospitality 

 Business continuity 

 Risk Management 

Various 

Cross-Cutting Programmes & Project 
Management 

Business Cases – IHMS already planned. Possible inclusion of 
Capital and Accommodation Programme. 

2, 3 

Cross-Cutting Contract Management 
Framework 

Compliance with control framework – one/two large 
recommissions. 

2, 3 

Cross-Cutting Emergency Response Levels of emergency response across the Council. 1, 2, 3, 6 

Cross-Cutting Equalities Impact 
Assessments 

Scope to be discussed with the service. 3 

Social Care Commissioning & 
Procurement 

Impact of Covid-19 on contract spend. 1, 3  

Social Care Section 75 Agreement  Q4 - S75 for Learning Disabilities was signed nearly 2 years ago 
but delays in rolling it out 

2, 4 

Social Care Section 75 Agreement  Rewriting the S75 with West London NHS Trust. Possible audit 
involvement in developing the agreement. 

2, 4 

Social Care Integrated Care 
Partnership 

Q4 - governance, commissioning and finance. 3 

Children’s Services Raising Payments on 
Mosaic/ IBC 

Consideration of specific process and controls within the 
systems. 

2, 3 

Children’s Services Supporting People 
Claims 

Continuation from Q1 - review and approval of claims for 
Supporting People funding. 

3 

Children’s Services Movement of 
Sharepoint Data 

Advisory support not required in 2020/21.  To consider quality 
and accuracy of data following move. 

3 

Children’s Services - 
Schools 

Schools to be 
confirmed 

Financial control and governance review. 3 

Economy Service Charges Targeted review in 2020/21.  Potential larger scope review later 
in 2021/22. 

3 

Economy Leaseholder Debt Potential review later in the year on the accuracy, level and 
management of debt. 

1, 3 

Economy Gas Safety Due diligence of checking contractors’ work. 2, 3, 5 
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Department Review Potential Coverage Risk* 

Economy Fire Safety Cyclical review due. 2, 3, 5 

Economy Capital Projects – Post 
Completion Record 
Keeping 

Particular focus on warranties. 2, 3 

Economy Lift Maintenance Significant programme of works.  No recent audit coverage in 
this area. 

2, 3, 5 

Economy HRA Cost 
Apportionment 

Accuracy of collecting and apportioning staff costs to the HRA.   n/a 

Economy Capitalisation of Works Consideration of best practice including comparisons with other 
local authorities. 

n/a 

Economy Housing Repairs New repairs model (contractors), scope to be agreed.   3 

Environment NNDR Annual testing from 3-year rolling scope 3 

Environment Council Tax Annual testing from 3-year rolling scope 3 

Environment Housing Benefits Annual testing from 3-year rolling scope 3 

Environment Resident Access 
Programme 

Programme delayed.  Consider scope later in the year. 2, 3 

Environment Hammersmith Bridge Involvement with project team. 3, 4 

Environment FOIs, SARs, Members 
& MPs Enquiries 

Dependent on outcome of 2020/21 audit in this area. 3 

Environment Registrar Service To consider appropriate coverage once demands from Covid-19 
have reduced. 

1, 3 

Resources – Talent, 
Transformation and 
Inclusion 

Staff Performance 
Management 

Controls and compliance.  Various 

Resources – Talent, 
Transformation and 
Inclusion 

Pensions 
Administration 

Advisory assistance when transferring to new provider. 4 

Resources - Legal Disrepair Legal Claims Will involve Economy and Insurance and timing to be agreed. 3 

Resources – Digital  Access & Asset 
Management 

Q2 – Deferred from 2020/21.  To include the starters and leavers 
process. 

2 

Resources – Digital IT Audit Needs 
Assessment 

Q3 – to review priorities, risks and assurances and prepare a 
plan of audit activity in the coming year. 

2 
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